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Introduction

TekRADIUS is anRADIUS AAA server (Based on RFC 2865, RFC 28G6ns under Microsft
Windows (XP, Vista, 2003 Servegperating system. Vishttp://www.tekradius.convegularly for
updatesFollowing authentication metho@sesupported by TekRADIUS;

e PAP [RFC 2865]

e CHAP[RFC 2865]

e MS-CHAP V1[RFC 2548, RFC 2759]

e MS-CHAP v2[RFC 2548, RFC 2759]

e EAP-MD5 [RFC 2284 RFC 2869]

e EAP-MS-CHAP v2[draft-kamathpppexteapmschapv202.tx{]

e PEAPVOBEAP-MS-CHAP v2 [draftkamathpppextpeapvB00.txf (As implemented in
Windows XP SP1)

e Digest[draft-stermaraaasip-00.txt]

TekRADIUS also supports RFC 286&RADIUS Attributes for Tunnel Protocol Support aR&C
3079 - Deriving Keys for use with Microsoft Pohtb-Point Encryption (MPPE). You can
authenticate and authorize PPTP/L2TP connections using TekRADIUS.

System Requirements

TekRADIUS requires Microsoft SQL Server. You aase2000 or 2005 versions. Edition selection

and required disk space depends on your applicafltbh.e ase see section ti
Configurationo for c o nithi TgkRADIUS gYoush€ed alse eMiicroseft t o
.NET Framework 2.0nstalled with the latest patcheBekRADIUS supports only Mrosoft SQL
Servereditionsas database currentbithough anii s aquivalent SQL user needed to create the
database and the tablesgts can set lass privileged SQL user for regular operation after creating

the database and the tabl€onsider using TekRADIUS LT edition if you do not want to use
Microsoft SQL server.

Pentium IV class CPU with 1 G& RAM is ideal for most configut@ns.

Installation

Unzip ATeKRADIUS.zim and dick fi 8tup.exé comes with the distbution. Follow the instruction
of setup wizard. Setup will install TekRADIUS Manager and TekRADIUS Service, add a shortcut
for TekRADIUS Manager to desktop atite startmenu.

Configuration

Run TelRADIUS Manager clicking on the desktop shortcut or selecting TekRADIUS Manager
from ASt &aftTleRMRAPH UB/ Tek RADI US Manager o. You
privileges on the c¢ o mpu t(Tdat meawaittievyeu must setlogged i d T
as Administrator user or as a user in bdiltn i Ad mi n i s.tYpuacanonot@ccess settings)
parameters without Administrative privileges. If you log in with an ordinary user account,
Tek RADI US Managermtwirlol mowr iwhift@pgemust provide
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e Changing existing user profiles
e Monitoring active sessions
e Generating usage repo(Rlease see related section on generating usage reports)

You need to configure initialization parametersfobe running TekRADIUS ServiceSave
configurationchanges and restart after changing configuration.

Settings Tab

Click ASetting® Tab to start configuration.

SQL Connection

You must configure SQL Connection first. Enter following information:

E TekRADIUS Manager (Admin Mode) o ] B
File  Service Help
sers I Groups I Clients  Settings |;’-‘~.|:||:|Iication Log I Active Sessions I Dictionarny En:I'rtc-rI Reporting I
I 501 Connection | Database Tables | Accounting Table | Service Parameters | Alerting |
 SGL Server Connection
SQL Server - [152.162.10.3 =] &
Timeout : ISC
Usemame : Isa
Password - I""""""
Use Default
Authentication Key : ¥
Key - IC-‘; ng-Station-ld j
Use Default
Authorization Query - ¥
Authz . Query - |3:e:: Users where UserName="iKey %' and AttrType = 1
Delimiter Character - I_
Encrypt Passwords - v
Fi | i3l Save Settings
Configure TekRADIUS. .. | TekRADIUS Service is Running .! o

Figure - 1. SQL Connection settgs

SQL Server: You can enter IP address or FQDN of the server running SQL s¥oercan
select detected SQL servers from the list. Click refresh buttondeteet SQL servers on
local machine and local networK.you SQL server installed on the saserver you can
al so Lertad¢ iWitBout quotes)

Username: Enter SQL username to connect SQL server. If your SQL server configured to
support local Windows Integrated Authentication, you need to change configuration to
support username/password dé@dsauthentication. You can change default authentication
mode using SQL Server Management Studio for SQL Server gRIght click registered
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SQL Server instance, select Properties then Secufiy) the SQL Server 2000 consult
http://support.microsoft.com/kb/285097Please seethe s ect i on titled i
Configurationo for configuring SQL Server

e Password:Enter password of the SQL user.
e Timeout: Enter connection timeoufin seconds)for SQL Server. Default vaé is 30
seconds

e Use Default Authentication Key:If you plan to use a different RADIUS attribui@alling-
Stationld attribute in place of UseiName attribute f o r e x afon pnhtehi@g user
profileswith RADIUS Authentcation requestyncheckthis option

o Key: I f y ou Use Oéfault Authdntication K&y o p seiead whjch RADIUS
attribute tobe used for matching user profiles with RADIUS Authentication request

e Use Default Authorization Query: You can specify altenative query to select
authorization parametefom i U s etable which will be returned to access server for the
user . Use al wtgessucesseplyatfiupee =1 0

e Authz. Query: If you checked Use Def. Authorization Query option you can eyaar
alternative query.

e Delimiter Character: Specify delimiter character to be used to enter string type multiple
instance reply attributes in user or group profiles. Its default value iscsemi on A ; O .

e Encrypt Passwords You can optionally keep passvas configured for user and group
profiles encrypted in the TekRADIUS database.

TekRADIUS u s e SSelect il Attribute, Val from <users _table> where
UserName="%Key%' and AttrType = 1 O quer y successeple attdbhtes from

User® t a bdelect. Attribfte, Val  from <users _table> where
UserName="%Key%' and AttrType = 00 query is used to fetect

fiUser® t abl e.

You can test your settings before saving; click [Test Connection]. If youfigeéto nnect i o
Successful but d @Goanbction Sucaessful bug thénastmsssing @blés)o
responseneans youconfiguration is valid. You can creat@tabase anequireddatabase talden

ADat abase Tableso tabs.

If you wish to create database and all databasestadaually you can findSQL scripts for
creating TekRADIUS database and TekRADIUS tables in the installation directory
(TekRADIUS.sql for database, Users.sql, Groups.sql, Acconting.sqgl and Session.sgl for the tables)

Database Tables

If you can access SQL Server, you can &eddtabase and tables needed by TekRADIMS.
TekRADIUS finds previously created table automaticallychecksthose tablé s  e.rEnteri e s
following information:

Create Database / Database Namé& nt e r dat abase name to creat ¢
Click [Create Database] to create datab&sdlowing SQL clause is executed to create database:

CREATE DATABASE [TekRADIUS]
GO
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| f database is created successfully you wi/
updat edéd message.
=[]

Ele  Serwice Help
Users I Groups | Clients  Settings |P'pplicati0n Log | Active Sessions I Dictionary En:l'rtorl Heportingl
SQL Connection | fEatabase Tebles:

| Accounting Table | Service Parameters | Alering |

—Create Database
Database Name : ITekF{.i'-.DILIS 4l Create Database

—Create Tables

Users Table : |'_'s-3-s

Accounting Table : I.'—.:::U-':-':

Groups Table - |E-" ps

Sessions Table : |

I i

il |l Save Settings

|Create SQL tables for TekRADILS. . | TekRADIUS Service is Running (2,.:

Figure - 2. Databas¢ a b toefigusation

Create Tables / Users TableUsers table contains user definitions, check and reply RADIUS
attributes for the usersincheck checkbox on left hand side of the text box if you do not want to
create Users tabl&ollowing SQLclause is executed to create Users table:

USE [TekRADIUS]

GO

CREATE TABLE [dbo].[Users](
[UserName] [nchar](64) NOT NULL,
[Attribute] [nchar](16) NULL,
[AttrType] [int] NULL,
[Val] [nchar](64) NULL

) ON [PRIMARY]

GO

CREATE NONCLUSTERED INDEX [IX_User s] ON [dbo].[Users]
[UserName] ASC

)
GO

Create Tables / Accounting Table: Accounting table stores RADIUS accounting messages.

Uncheck checkbox on left hand side of the text box if you do not want to create Accounting table.

Following SQL clause is @cuted to create Users tallledexes are vital fohigh performancé):

USE [TekRADIUS]

GO

CREATE TABLE [dbo].[Accounting](
[SessionID] [nchar](255) NOT NULL,
[StatusType] [nchar](30) NULL,
[InputOcts] [int] NULL CONSTRAINT [DF_Accounting_InputOcts] DEFAULT ((0)),
[OutOcts] [int] NULL CONST RAINT [DF_Accounting_OutOcts] DEFAULT ((0)),
[UserName] [nchar](128) NULL,
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[NasIPAddr] [nchar](15) NULL,
[Nasldentifier] [nchar](255) NULL,
[NasPort] [nchar](40) NULL,
[NasPortld] [nchar](255) NULL,
[NasPortType] [nchar](40) NULL,
[ServiceType] [nc har](40) NULL,
[FramedIPAddr] [nchar](15) NULL,
CallingStationld] [nchar](64) NULL,
CalledStationld] [nchar](64) NULL,
AcctSessTime] [int] NULL,
DisconnectCause] [nchar] (128),
TimeStamp] [datetime] NOT NULL,
Amount] [int] NULL)

Ll L= Ll

GO

CREATE NONCLUBERED INDEX [IX_Accounting_1] ON [dbo].[Accounting]
(

)
GO
CREATE NONCLUSTERED INDEX [IX_Accounting_2] ON [dbo].[Accounting]

(

)
GO

CREATE NONCLUSTERED INDEX [IX_Accounting_3] ON [dbo].[Accounting]
(

)
GO
CREATE NONCLUSTERED INDEX [IX_Accounting_4] ON [dbo].[Accounting]

(

)
GO

[TimeStamp] ASC

[SessionIlD] ASC

[UserName] ASC

[NasIPAddr] ASC

Create Tables / Groups Table: Groups table contains common check and reply RADIUS
attributes for the users&incheck checkbox on left hand side of the text bggou do not want to
createGroupstable.Following SQL clause is executed to create Groups table:

USE [TekRADIUS]
GO
CREATE TABLE [dbo].[Groups](
[GroupID] [nchar](64) NULL,
[Attribute] [nchar](64) NULL,
[AttrType] [int] NULL,
[Vval] [nchar](128) NU LL
) ON [PRIMARY]
GO
CREATE NONCLUSTERED INDEX [IX_Groups] ON [dbo].[Groups]

[GroupID] ASC

)
GO

Create Tables/ Sessions Tablfe Kk RADI US stores active sessi
RADIUS accounting start message is received a record &rsession will be added to Session
table. TekRADIUS will remove that record as soon as it receives RADIUS accounting stop message

t hat session. T e k RV tihS serwvite estartSessiomsSdesplayddo n s 0
the AActhver Secst omed t radincheckhckeckbo® enslest hamdch s 0
side of the text box if you do not want to create Sessions fatllewing SQL clause is executed to
create Sessions table:

for

n

USE [TekRADIUS]
GO
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CREATE TABLE [dbo].[Sessions](
[TimeSt amp] [datetime] NOT NULL,
[Sess ion ID] [nchar](255) NULL,
[UserName] [nchar](128) NULL,
[GroupName] [nchar](128) NULL,
[NasIPAddr] [nchar](15) NULL,
[Nasldentifier] [nchar](255) NULL,
[NasPort] [nchar](40) NULL,
[NasPortType] [nchar](40) NULL,
[NasP ortld] [nchar](255) NULL,
[ServiceType] [nchar](40) NULL,
[FramedIPAddr] [nchar](15) NULL,
[CallingStationID] [nchar](64) NULL,

[

CalledStationID] [nchar](64) NULL )
ggEATE NONCLUSTEREDNDEX [IX_Sessions] ON [dbo] . [Sessions]
( [TimeStamp] ASC
5o

Click [Create Tables] to create selected tablédables are created successfully you will get
ATabl e(s) created and connecAuiy@nfield s tsetfi Onog sf oarr
RADIUS check attributesii 1 0 sucaesseply attributesa n d far 2adure-reply attributesin

Users and Groups tables.

Accounting Table

You can define which RADIUS accounting attribute received in RADIUS Accounting messages
will be stored in which field ofiAccounting table created on SQL database. There arelisto
boxes. On the left hand side yoan select accounting tableléi, on the right hand side you can
select matching RADIUS attribute. Click [Add Pair] to add you pair or click [Delete Pair] to delete
previously added pair.

Bl
File  Service Help
Users I Groups | Clients  Settings | Application Log | Active Sessions I Dictionary En:l'rtorl
S0L Connection | Database Tables I,i‘q:courding Table | Service Parameters | Merting |
Accounting Table Field | Radius Attribute |
iSession|D Acct-Session-d ;
StatusType Anct-Status-Type
InputOcts Acct-lnput-Ootets
QutOcts Anct-Output-Octets
UserMame User-Mame
Was|PAddr NAS-IP-Address
CallingStation|d Calling-Station-Id
Called Stationld Called-5Station-ld
AcctSessTime Acct-Session-Time
Nasldentifier NAS-ldentifier
NasPort NAS-Port
NasPortld NAS-Port-d
MasPort Type MAS-Port-Type
Framed|P Addr Framed-|P-Address
DisconnectCause Acct-Teminate-Cause
Acct. Table Columns - ~| Radius Attributes - | |
| Add Pair | | Delete Pair |
@ | Save Settings |
| Create 5GL tables for TekRADIUS. ., | TekRADIUS Service is Running 2.

Figure - 3. Accounting &ble field selection
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If you can not find a valid entry in Acct. Table Columns foe tlesired Accounting attribute, you

need to add a new field to Accounting table using Microsoft SQL Manager.

Service Parameters

Enter following information to configuressvice specific parameters:

e Listen IP Address: Select IP address to be listened by TekRADIUS server. The list

contains all IP addresses associated to all enabled network intedfages. change or
remove listened IP address in your Windows Network gondition, TekRADIUS

automatically selects first available IPv4 address in your network se

e Startup: Select startup mode of TeKRADIUS servigze f au | t
You have to click [Save Settings] to make selected motileac

e Secure Shutdown If selected, TekRADIUS will insert artificial Stop records for the active

ttings at startup.

startup

sessions while shutdown. TekRADIUS will update artificiapstecord with the received
one if a valid Stop message received after restarting TekRADIUS. Rgabls option is
useless if you receive only RADIUS AccountiBgop messages from your access server.

ﬁ TekRADIUS Manager (Admin Mode)

File  Service Help
Users I Groups I Clierts Settings |App|icati0n Log | Active Sessions | Dictionany Eu:l'rtorl Reporting I
SGL Connection | Database Tables | Accourting Table | I Service Parameters | Alerting | Registration |

=10l x|

r— Service Paramsters

Listen IP Address : |132.162.2.11 - Authentication Port - |1812
Startup : II'v1anuaI 'I Secure Shutdown : [
Logging - IDebug 'I PEAF Inner Auth. Method - |EAP-MS-CHAPE =
Authorization Only - [~ Keep Domain Name : [~
Failure Count : |3
Accounting
Azcounting Enabled : W
Accounting Port |1813
Windows Authentication Proxy
Windows Authertication Windows Authertication  ————=
Proxy Enabled : Domain : I 2E0

Active Directory Proxy
Active Directory Proxy Enabled : r

Active Directory Domain : |212.58.13.33

ﬂ (gl Save Settings

|Cnnﬁgure TekRADIUS. ..

|_e<¥.:-:-f~ Service is Stopped F',::

Figure - 4. Service parameters configuration

e Logging:Sel ect |l ogging | evel of TekRADI US s
|l oggi ngErrserlectt dd Il og errors and select
errorssiDebugo option provides more details

negotiationsLog files arelocated undexApplication Directory*Logs directory

e PEAP Inner Auth. Method: You can set primary PEAP inner authentication method
TekRADIUS supports EARMDS5 and EARMS-CHAP-v2 as inner authentication methods.

Default inner authentication method is EAMRS-CHAP v2.

E 2007-2010 Yasin KAPLAN - http://www.tekradius.com/
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e Authentication Port: Enter UDPRADIUS authenticatiorport (Default 1812)If you do not
enter a numeric value between6b535the default value will be used.

If selected port is used by another program, TekRADIUS will disable RADIUS
Aut hentication thread and add Umabletoenitialinet ent
TekRADIUS Authentication thread.

e Authorization Only: Check it if you plan justo authorize requests from RADIUS clients.
If you configure TeKkRADIUS to run in "Authorization Only" mode there must be at least
one successeply attribute confyured for the users to be authorized. Otherwise users will
get AccessReject. Use this option with care; if a username found matching
authentication request, TekRADIUS will reply with AccessAccept message regardless
the UserPassword in the request.

If you sel ect AAut horize Onlyo option, TekR/
configured for the user in personal and group profile. If TekRADIUS finds a valid user entry

in AUser® table, simply successeply attributes will be returned in an Accesscep
message.

e Keep Domain Name:Te k RADI US automaticall y\ oremavast
in UserName attribute received in access and accounting requests. In order to change this
behavior checkhis option.

e Failure Count: TekRADIUS can disable user qiile after user configurable number of
unsuccessful login attempts. If you have enabled Mail Alerting you can get a notification
when user profile is automatically disabl&tering O disables this feature

e Accounting Enabled: Check it if you plan to ctéct accounting packets from RADIUS
clients.

When a AccountingCheckpoint message received for an-started session, first
checkpoint messags assumed as an accounting session gi&essions table entry will
also be added)

When a0 Accounting Stop rassage received for an already stopped session, session's stop
record isupdated with received one if previously receivictountingStop of thesession
has nofAcct-SessioATimed  a t t(Acdt esstor@ime=NULL)

When an Accountingff message receiveidom a NAS, all active sessions from that NAS
will be stopped with AceSessioATime=NULL. Also session entries will be cleared in the
fiSessiongtable.

When TekRADIUS Service is stopped, all active sessions will be stoppedAwitt
SessioATime=NULL. Also session entries will be clearedifBessiongtable.

e Accounting Port: Enter UDP RADIUS authentication pofDefault 1813). If you do not
enter a numeric value between6b535the default value will be usedf you enter the same
port number with autheigtation, accounting will be disabled.

If selected port is used by another program, TekRADIUS will disable RADIUS Accounting
t hread and add an event Urabldto ipitializeo TeRRADIWSO w s
Accountingthread .

If TekRADIUS can not initidke both Authentication and Accounting threads stops
execution of startup sequence andCoadnt an ¢
start any of TekRADIUS threads; exiting.o

e Windows Authentication Proxy: TekRADIUS can act as a proxy for the usecaunts
defined in local Windows Domain / Server. Click to enablef iTekRADIUS can not finda
valid entry infi U s etabk &and Windows Authentication Proxy is enabled tbleecks
username/password on local Windomiachine Successkeply Attributes ardetched fom
6Defaultd user group i f username/ password

E 2007-2010 Yasin KAPLAN - http://www.tekradius.com/ 11
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If you plan to define specific RADIUS check and reply attributes for the users, create an
user profile entry using TekRADIUS Manager for the particular user without a User
Password attribute, analdd AuthenticatiorType attributeas a check iterwith 6 Wi nd o ws 6
valuein the users profile.

e Active Directory Proxy: TekRADIUS can act as a proxy for the user accounts defined in
local Active Directory Domain / Server. Click to enabl. If TekRADIUS can not finca
valid entry nfiUser s o tabl e and Acti ve Dchecksct or
username/password oActive Directory SuccessReply Attributes arefetched fom
6Defaultdéd user group iActivaiDBrectoryloman, passwor d

If you plan to define specific RADIUS check and reply attributes for the users, create an
user profile entry using TekRADIUS Manager for the particular user without a User
Password attribute, anadd AuthenticatiorType attributeas a chdc item with . DAPS
valuein the users profile.

Alerting

TekRADIUS can be configured to sendn&il alerts if an error condition occurs in specified
number and period of timeBnter following information to configure alerting:

ﬁ TekRADIUS Manager (Admin Mode)

File  Service Help

=101 x|

I Application Log I Active Sessions I Dictionary Editor I Reporting I

I,i‘-Jerting | Registration |

SQL Connection | Database Tables ‘ Accounting Table ‘ Service Parameters

— E-Mail Alerting Parameters

Mail Alerting Enabled :
SMTP Server :

Mail To :

Mail From :
Authentication Required :
SMTP Usemame :
Password :

Emor Duration {Sec) -
Mail Period (Min) :

v

Imail.tekradius.cum

Iimn@tekmdius.cam

Iilﬂn@tekmdiu&com

v

Iimn@tekladius.com

Test Alerting

il Save Settings

Configure TekRADIUS...

Figure - 5. Alerting configuration

e Mail Alerting Enabled: Click to enable Mail Alerting.

e SMTP Server: Enter IP address or FQDN of the SMTP server.

e Mail To: Enter email address which alerts to be sent.

e Mail From: Enter email address which will be shown as sender address.

E 2007-2010 Yasin KAPLAN - http://www.tekradius.com/ 12
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e Authentication Required: Check it if your SMTP server requires user authentication.
e SMTP Username:Enter SMTP username.
e Password:Enter password of SMTP user.

e Error Duration (Sec): Enter minimum error duration before sending amaal alert in
secondgDefault60 seconds)

e Mail Period (Min): Enter minimum duration before sending nextail alert in minutes
(Default 15 minutes)

Click [Test Alerting] to test BMail Alerting Configuration.f your configuration is valid, you must
receive a test message seyfliekRADIUS.

Clients

You can define RADIUS clients in Clients tab. Enter IP address and shared RADIUS secret key for
each RADIUS client.Cl i ent dat a i dablesih dekRADIUSin@ibfile eunders 0
installation directory. When you add, edit or delet client, change in Client data will be
immedi ately writt en Youbavettd enterfa@dlid IP address and yob tar not
enter a blank secret.

In order to edit a client entry, select client entry and click [Edit] or double click clieny.e
Selected record will be fetched from client list. Make necessary change(s) and click [Save] button.
Similarly click [Delete] button to delete a client entry after selecting it. If you do not know your
access servero6s vemdecert for aist s ndotr Iviadtueed s el

You can add a default RADIUS client entry in version 2.5 so TekRADIUS can accept
RADIUS request from unlisted RADIUS clients with correct shared key.

ﬁ TekRADIUS Manager (Admin Mode) — |EI|£|
File Service Help
Users I Groups Clients | Settings I Application Log | Active Sessions | Dictionany Editar | Reporting
NAS | secret | Vender | Erabled |
127.0.01 test ietf Yes
Default test jett Yes
MNAS : IDefauh j Secret - [test Vendor @ |ietf j Enabled : IYes j
Kill Command : |ec|1c- SNASIPADdr > chdeneme bt | 7] Add/Update | | XDeIete |
| add, Edit or Delete RADIUS dients... [ service i ot installed 2 .

Figure - 6. RADIUS clients
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Youcandefined Ki | | 6 ¢ o mma n dions toroudhr Actige Sessi@ns tabsifeal have a
command line utility to send a signal to disconnect a particular user session. You can use following
parameters with you AKill o6 command;

$NASIPAddress
$SessID

$UserName

$NasPort

$NasPortld

$Calling - Station -1d

SomeNAS devicessupport SNMP which can be used to disconnect users.can use a command
line SNMP set utility to disconnect users. Please sorysuit NAS documentation to find out
whether it supports this, and which MIB to u3éis is an example talear TTY sessions on a
Cisco device;

c: \utili \'snmpset $NASIPAddress public.1.3.6.1.4.1.9.2.9.10.0 integer $NasPort
You can also use other type of utilities which are supported by your access server
Groups

Defining user groups for common RADIUS dbutesfor a group of users a good idea. Default
user group is added automatically when you crdatabase¢ables. You can not delete Default user
group through TekRADIUS Manager and it is needed by TekRADIUS for proper operation.

@ TekRADIUS Manager (Admin Mode) - |EI|E|
Eile  Service Help
Users Groups | Clients I Settings I Application Log I Active Sessions I Dictionany Editor | Feporting I
— Browse Groups —Group Default (Enabled)
N || p—— Reply ftems for the group "Default -
Group Name | Attribite | Tvpe | Yalue
EEE] Framed-|F-Address Success-Feph Select-b-Lser
Default Framed-|P-Address Failure-Rephy Selectbre-MAS
MACs
Public_1haour
Group : I Attribute Failure-Hephj IFlT:lmed-IF‘-.-'lJ:Idress j ISeled-l:u',--N j
| “2 add || Moy | | X Delete | 2 Add/Update || X Delete |
|.-5.th'i|:ute ‘Framed-IP-Address' for the group Default’ has been added. .. | TekRADIUS Service is Stopped E

Figure - 7. Groups tab
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I n order to add a Group, e n t (Battomgeftyana plickrjAdahe t o
You can not enter a blank groupnarhef you whi sh to change a gro
new name to AGroup: 0 t eilarlyclidk Deleteg udon  Helete & grqup o d i
entry after selecting itYou can not modify or delete default user grolipyou delete a group,

group members are automatically moved to Default group.

L

You can browse groups clicking [Search] button. Thil retrieve all groups in the database. In
order to search for a particular group, enter first letters of the group and click [Search] button.
Matching group names will be listed in group list box.

You can add or delete check and reply attributes fogtheo ups fr om AGr oup Det ¢

If you would like to provide restricted access to unauthenticated, asltd-ailureReply attributes
to user or group profiles. TekRADIUS will reply with Accesceptmessageontaining Failure
Reply attributes if ger or group profile has FailuReply attributes when authentication fails. If
user or group profile has not FaileiReply attributes, TekRADIUS will reply with Acceseject
message(This feature is not available for PEAP authenticafiM@PN authenticabn and when
authentication failure caused by invalid authentication methbdk this feature with extreme
care; if Default user group has FailureReply attributes, all failed authentication attempts will
be replied by AccessAccept messages containing Hare-Reply attributes. When a user_is
authorized with Failure-Reply SimultaneousUse, ExpireDate, Login-Time, TekRADIUS-
Status and Quota check will not be done.

If you wish to send FailureReply attributes in an AccessReject message, add FailurReply-
Type attribute as a check attribute to user o

Check items will be listed in daned successeply items will be listed imdark blue and success
reply items will be listed in turquoiséf you try to add previouslydefined attribute, TekRADIUS
updates previously one with the new ofleyou need to add a reply attribute more than one
instance in a user profile, you can enter values separated (giéimijcolon) Multiple value entry
supported only for string type atiutes.

User attributes overrid@roup attributes!

Users
I n order to add a wuser, e r(Boteom left) sekeatuseagnoapartdo t h ¢
click [Add/Updat. Fol | ow t he same instructions User t he

Password attribute is stored encrypted il s eand$iGroups @ables.

You can define didefauld user profile to be used when a matching user proéifenot be found for
an incoming RADIUS authentication request. If Windows Authentication P@ds&P) or Active
Directory Proxy(ADP) is enabled TekRADIUS will try WAP and then ADP and finadlyistence
of Adefaulb user profile will be checked. Simultaneeuse, UseiCredit, CrediUnit, FirstLogon,
CreditPeriod, Credi#PerPeriod attributeshave no functin for "default" user profile. "Default”
username is reserved for the default user profile.
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i
File  Service Help
| Groups I Clierts | Settings I Application Log I Active Sessions I Dictionary Ed'rtorl Reporting I
— Browse Users — User kaplan
I INI j ﬂl Check and Reply ltems for the user kaplan':
Usemame | Group | Attribute | Type | Value
2165551607 aaa User-Password Check test
Administrator 338 |ger-Cradit Check 18
kaplan B85
Wireless1 Default
User : Ikaplan Isss j Attribute : ICheck j IUser—Passwnrd j IburrnaSE ﬂ
| add | [ Modity | | Delete | | Add/Updaie | [ Delete |
|User ‘kaplan' selected... | TekRADIUS Service is Stopped :!_'

Figure - 8. Users tab

Attributes defined in user profiles have precedence over group attributes. If you define same
attribute in user and group profile, dbute in user profile will be preferredou can not define an
attribute more than one row in reply items.

il
File  Service Help
Users I Groups I Clierts I Settings I Application Log I Active Session:
—Wendors — Attributes for vender etf’
ID | Vendor Name | Enabled | Atribute ID | Attibute Name | pttibute Type | Enabled | &
1 ietf Yes 1 User-Name string Yas -
5 Elels Yes 2 |ser-Password string Yes
5 cisco Yes 3 CHAP-Password string Yes
15 wylogics Yes 4 MNAS-P-Address ipaddr Yes
51 tekradius Yes 5 MAS-Port integer Yes
&1 merit Yes E Service-Type integer Yes
64 gandalf Yes 7 Framed-Protocol integer Yes
166 shiva Yas 2 Framed-IP-Addrass ipaddr Yes LI
307 livingston Yes o Framad-IPhlatmasl- imaddr Vae
in msoft Yes = X i - -
129 om Yoo I Imeed Protocol Ilrrteger J IYes J
523 ascend Yes
P Je | Add/Update | | Delete |
1751 lucent Yes -
2352 redback Yes Valuss
6618  quintum Yes Value ID | Value | &
14122 WISPr Yes 1 PPP
2 SLIP b
3 ARAP
4 Gandalf-5L/ML
| | [res =l]]]5 Xylogics-IPX/SLIP 5
[ Addrtpdate || Detete || || | Add/Update | | Delete |
Discard | Activate | Save |
0 active session{s) | TekRADIUS Service is Running ,?

Figure - 9. Dictionary Editor
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Dictionary Editor

You can edit RADI US di ct i on a RpDIUSictionarg entriess i n g
(Verdors, Attributes and Valueand client definitions arstored in TekRADIUS.mdb which can be
found in the application directorfRictionary consists of Vendors, Attributes and Values tables.

If a valid entry for a vendor could not be foumehen you dishkle or delete a vendor or an attribute,
VSAs from that vendor are ignored whauthenticating the user. Also remytributesconfigured
for a vendor are not sento the NAS if vendor does not have an entry in the
TekRADIUS.mdb/Vendors table.

Attribute nane is automatically added in Cisco and Quintum VSA reffiecept Cisco A\Pair
attribute). Quintumh323-preferredlang reply attribute will be send as QuintunB823-preferred
lang = H323preferredlang=TRfor instance.

Attributes in received RADIUS packs which are not in the dictionary are ignorednly first
attribute is processed if there are duplicate attributes in request pex&epd Cisco and Quintum
AVPs (Cisco& QuintumVSA 1)

Reporting

TekRADIUS provides a simple interface for browsing RRAB Accounting record stored in
Accounting table. You can have reports for a selected user or whole users in a group for a specified
interval of dates. Select User or Group, enter a few letters beginning of the user name or group
name and c | tton.Kf yoil Boenbterder anything to Query parameter text box, all users

in TekRADIUS database wil!/| be |listed if you I
not hing, clicking fnSelecto button wil!/ i st a
-iBix
File  Service Help
Users | Groupsl Clientsl Seﬂingsl Application Log I Active Sessionsl Dictionary Editor Reporting |
—Query Parameters ———— —Report
|user x| fkaplan Select | [ User [ MNAS | NASPort | Caling ... | Called .. | D
oo MR N o ‘
o . Kaplan 21258 AR1Z: 1
.. Kaplan 21258 B123 1
... Kaplan 21258 B123 1
21. Kaplan 2288 AB123 1
B1. Kaplan 2288 AB123 1
... Kaplan 21258....
.. Kaplan 21258....
> [F20 Ak 2001511 =
< [0 Amik 20031511 == ] | |
Total 8 sessionis) found. 5 minutes, 55 seconds.
Mo user selected. Use 'Browse Users' to select a user. | TekRADIUS Service is Stopped :_ o

Figure - 10. Reporting tab
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You can optionally select dates which accounting events take pigcel do not specify dates, all
session entries will be listed for the selected useffd).i ck A Reporto button
entries.You can printquery result or save as a CSV file.

Starting TekRADIUS

Click AServicedo menu and select AStarto to r
and savingconfiguration. If service starts successfully you will séeT e k RADI US Ser v
Runni n qgge atnbet®mm left message section of TekRADIUS Manager. Optionally you can
start/stop TekRADIUS using the button on let hand side of [Save Settings] button. When you make
any change(s) in configuration, TekRADIUS will ask you if you wish to restart TekBS0Oo

make settings changes active if TekRADIUS service is running.

If TekRADIUS service can not start please examine Application Log tab as well as TekRADIUS
log file under<Application Directory>\Logs i f you were enabled | oggi
Pa amet er so.

Monitoring
You can see Application Log entries added by
choose fAEnable Auto Refresho the |ist wildl be

refresh clicking [Refresh Button]. You can el all log entries clicking [Clear Log] butto¥iou
need to have Administrative privileges to read from and write to eveim Mgrosoft Vista.

i

File  Service Help

Users I Groups I Clients I Settings  Application Log |Active Sessions I Dictionany Editorl

Date | Time | Type | Message

22032008 121753 Information  Service started successfully.

22, 00g 121753 Information  TekRADIUS Service is listening on : 152.168.146.1

008 1217582 Error Could not connect ta SQL Server.

oog 121752 Irformation  TekRADIUS Service 2.2.0.0 (Revision ) is being started.
00g 121710 Information  Service stopped successfully.

22032008 121709 Information  TekRADIUS Service 2.2.0.0 {Revision {) is being stopped.

Enable Auto Refresh : [~ | Clearlog | [[Refresh Loa]|
Application log | TekRADIUS Service is Running iz i

Figure - 11. Application Log tab

You can also monitor active sessions from [Active Sessions] tab. li$thes not refreshed
automatically. You can refresh the list clicking [refresh] button. There are some hidden columns;
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click AShow Det FakRADIUP dearwalhdamtried i theé Pessions table when it is
restarted.

_ioix

File Service Help

sers roups ierts ings plication Log i i ictionany Editor | Reporting
U G Clierts | Setti lication Log  Active Sessions | Dict Editor | Report

Start Date | Start Time | Elapsed. . | Session D | Usar Name| MAS .. | Framed ... | Caliing 5ta... | Called Stati... |
15062005 174613 2487 0D082FE2  Kaplan 2 121050212

Show Details - [ Fitter (Usemame) : I | Kill | | >< Clear | | [+ Refrash

1 active session(s) | Service is not installed ,'- ik

Figure - 12. Active Sesions tab

In order to see active session your RADIUS client must send RADIUS accounting Start/Stop
packets to TekRADIUS.

Clear, Kill and Disconnediunctions are added to Active Sessions tab in version 3.2. Clear function
only clears entry in the Seess table, does not disconnects user session. Or decrements
simultaneous session coun{@fou still need to rstart TekRADIUS Server to reset simultaneous
session counters)Kill function executes user defined function in the client entgjicking
Discomect sends RADIUS Disconnekbtessage(or Packet of Disconnect, PoOp the remote
access servel.ou need to configure your access server to accept PoD messages from TekRADIUS.

TekRADIUS Log File

You can log Sessions details and errors occurred in TEKB3 log file. Log files arelocated
under <Application DirectoryXLogs directory You can specify logging detail level from
Settings/Service Parameters tab. TekRADIO file is rotated daily You can also open log file
from the file menu of TekRADIUS Maager.
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SQL Server Configuration
Connecting to SQL Express Using TCP/IP

By default SQL Express does not accept any connections from another computer. This mean you
canodét remotely connect to it with SQL Managem

To allow TCP/IP connections follow these steps:

?‘,’ S0QL Server Configuration Manager - | Ellﬂ
File Action View Help

RIS

‘@ SQL Server Configuration Manager (Local) Protocol Mame | Status |
----- E SGL Server 2005 Services = Shared Memory Enabled

[ 5., SQL Server 2005 Network Configuration % Named Pipes Disahled
- [~ Protocols for SQLEXPRESS = ——

S0L Mative Client Configuration ?:'I.I'I.ﬁ. Disabled

1. Launch the SQL Server Configuration Manager from the Programs >Microsoft SQL Server
2005>Configuration Tools

2. Click on the "Protocols for SQLEXPRESS" node under SQL Server 2005 Network

Configuration.
M 11} [1]
3. Doubleclick "TCP/IP
Protocal | 1P Addresses | Protocol IP Addresses I
B General = 12 -
Enabled Yes ;I Active Yes
Keep Alive 30000 Enabled Mo
Ligten Al Yes IP Address 172,15.100,22
Mo Delay Mo TCP Dynamic Parts ]
TCP Port
B 1pr3
Active Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynamic Ports 1]
TCP Port
8 1rall
TCP Dynamic Parts
TCP Port 1433 L
-
Enabled Active
Enable or disable TCP/IP protocol for this server instance Indicates whether the selected IP Address is active.
CK I Cancel | Apply | Help | QK I Cancel | apply Help

4. Select Yes next to Enableshd clickOK button to save the changes.
5. On the IP Addresses tab, under the IPAIl node clear the TCP Dynamic Ports field. Also
enter the porhumber as 143® listen on in the TCP Paifield.
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6. Restart the Microsoft SQL Server Express service using either the standard service control
panel or the SQL Express tools.

SQL Express Authentication Configuration

TekRADIUSrequires SQL Server authentication to be enabled on the instance of SQL Ekpress.

do this:

E Server Properties - 172.16.100.22

%A General
A Memory

%A Database Settings
%A Advanced
% Pemissions

D echo

Server:
172.16.100.22

Connection:
53

2 View connection properties

Ready

=10l

 Selectap: 8 Serpt ~ [ Help

Server authentication

" Windows Authentication mode
% SQL Server and Windows Authentication mode

Login auditing
" None

+ Failed logins only

™ Successful loging only

" Both failed and successful logins

Server proxy account
[~ Enable server proxy account

Prosy account: I

Password: I—

Cptions

[~ Enable C2 audt tracing
[ Cross database ownership chaining

1. On the machine with SQL Express installed, open the SQL Server Management Studio

Express tool.

2. Right-click the instance of SQL Express to configure, and select Properties.
3. Select the Security section on the left.
4. Change the Server Authication to SQL Server and Windows Authentication m{figect

AMi xed Modeodo in other Mi

crosoft SQL Server

5. Restart the Microsoft SQL Server Express service using either the standard service control
panel or the SQL Express tools.
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TekRADIUS Specific Attributes (RADIUS Check Items)

TekRADIUS provides a series of special attributes. Their names and functions described below.
These attributes can be added to user or group profiles only as check attributes.

TekRADIUS-Status

TekRADIUS will rejectthe authentication requests if TekRADILBBatus attribute exists in user or
group profiles and its value set to nADisabl ec
profiles TekRADIUS will assume that user or group is enabled dibser. wil receive a failure

reply if the user profile has FailuRReply attributes when user profile disabled

Simultaneous-Use

In order to use Simultanecldse attribute you mugnable Accounting on TekRADIU®therwise
not fulfill these requirements, userstvSimultaneoudJse attribute set willeceive Accesfeject.

In order to set simultaneous session limit for a user, either add Simultddseuwstribute as a
Check attribute in ufTekRADI USs eahbesc kgsr oiufp @rroou
reched first and then checks User 6s | i mit.

Expire-Date

You can specify an ExpiBate in user or group profiles. When specified date expires,
TekRADIUS does not allow logins of user or group members. You can enter qieas a
check item in user or gup profiles. Use system locale format to enter Expiate.

User-Credit

You can specify time quota faruser(Only in user profiles!Jn minutes.You can addJserCredit
as a check item Inmordet th eiseUses@&adibadtribyperyau frist enable
Accounting onTekRADIUS; otherwise users with Us&uota attribute set, will receive Access
Reject.

TekRADIUS updates value in tHdserCredit attribute when an Accountir§top or Checkpoint
received for the user session. TeKkRADIUS uses-SassionTime attribute in Accountingtop or
Checkpoint messages to updateerCreditvalue. If TekRADIUS can not find AceSessioATime
attribute AccountingStop or Checkpoint messages, [Accounting Stop Timp}ccounting Start
Time] value is used in placd Acct-SessioATime.

Credit-Unit

You can select unit of accounting data using CrBdiit. If you add this attribute to user or group
profile and set its value to ASecondso ITekRAI
you set CrediUnit attribute value to Bytes, Kbytes or Mbytes accounting will be made based on
data usagé€Acctinput-Octets)not the AcctSessionTime. If this attribute does not exih user or
group profile, A Sec onds thiswatiributes als@spifeetheaunittofdhed a s
value in UseiCredit attribute.
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Authentication-Method

You canuseuserAuthenticationmethod as a RADIUS check item with TekRADIUSa user is
just granted to login using PAP, that user can not login using CHAP protocol for edtancder
to authenticate users with PEAP, you must add-Te&ificate attribute to user or to group profile.

You can not use Windows Authentication Proxy feature with CHAP;QWRAP v I/l1l, EAP-MD5
and PEAPauthentication methods as TekRADIUS can neirieve Windows user's clear text
password usingVindows Authentication Proxy feature.

TekRADIUS support®AP, CHAP, MSCHAP v1, MSCHAP v2, EARMD5, EAP-MS-CHAP v2
and PEAPVEEAP-MS-CHAP v2 (As implemented in Windows XP SPDjgest (draft-sterman
aaasip-00.txt)authentication methods.

TLS-Certificate

If TekRADIUS receive a PEAP authentication request, it looks for TCE&rtificate attribute in user
profile and then group profile. Tl-Sertificate holds server certificate name configured for PEAP
sesion. If TekRADIUS can not find TLSCertificate in user or group profile for a PEAP
authentication request, access request will be rejected.

Certificates must be installed in Wi Ccaings Cer
and Installing aSelf Signed Certificate for PEAP Authentication thia manualfor installing
certificates. TekRADIUS distinguish certificates suing CN property of Subject field of the
certificates.

Windows-Domain

If you add Authenticatioethod (Check)attributetoa user 6 s or groupods prc
as AuthenticatiotMethod there are two options to specify which Windows Donhailus user
account. You can specify Windovidomain globally in Configuration / Server Settings tab or you

can add specific WindowBoma i n attri bute to userds or group

|l f you | eave Windows Domain parameter in Sett
value | ocal domain wil|l be used bW TeokibARl W
slash.

Time-Limit

If you add TimeLimit (Check)at t ri but e to a user6s or group?©6:
specified timg(Minutes)is not elapsed since the first logon specified using-Emgion attribute. If
FirstLogon attributeis not found, TekRADIUS assumes thaurrent login attempt as first login
attemptthenadds Firstogi n attri bute to the userds profil
time as its value.

Time-Limit is an integer type attribute and can exist in just as a check attribute inrupeup
profiles.
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First-Logon

This attribute is automatically added to user profiles at first login attempt by TekRADIUS if user or
group profile has Tim&imit attribute. You can manually update this attribute using TekRADIUS
Manager or trcli.exe.

First-Logon is a string type attribute and can exist in just as a check attribute only in user profiles.
Login-Time

You can | imit a user 0s al | oweTidne hscagheck atttilBute $0 a n
user or group profile. When you add thisriatite to user or group profiles default action will be

reject if authentication request is not received in an allowed time slot. The syntax ofTiiogin
attribute;

[Su|Mo|Tu|We|Th|Fr|Sa [WK|Hd|AI ] <Begin Hour> - <End Hour>

Where;

Wk  : Week days from Mondato Friday
Hd : Weekend Saturday and Sunday
Al . All week days from Sunday to Saturday.

Hours must be in 24 hours form@2:55 e.g.) You can define more than one time slot joining them
wi t h ¢ o mfoan aily define one time slot per day. Moredfic time slot definition
supersedes less specific time slot definition. Specific day has precedendédoweiVk, Hd or
WKk has precedence ovAt.

Example;

1. Wk09:00-18:00,Hd12:0016:00 will allow logins from 09:00 to 18:00 in week days and
from 12:00to 16:00 at weekends.

2. M010:00-23:50,We10:0023:50,Hd11:0017:00 will allow logins from 10:00 to 23:50 on
Monday and Wednesday and from 11:00 to 17:00 at weekends.

3. Al09:00-18:00,Fr10:0017:00 will allow logins from 09:00 to 18:00 for all days except
Friday. Logins are allowed from 10:00 to 17:00 on Fridays.

Login-Time is an integer type attribute and can exist in just as a check attribute in user or group
profiles.
Upper and lower time can span to another é&22:0001:30is valid for instance.

If you set allowed total session time using SesSioneout attribute and remaining time for the
allowed time span for the user is less than SesEimeout value, TekRADIUS will set Session
Timeout value to remaining time for the allowed period.

Generate-MS-MPPE-Keys

TekRADIUS automatically generates Encryption Keys for authenticated L2TP and PPTP sessions
when incoming RADIUS AccesRequest has Tunné@lype (64) attribute with value PPTP or

L2TP. You can alter this behavior by addi@gnerateMS-MPPEKeys attribute to user or group

profiles as a check attributdf this attribute exists in user or group profiles and its value set to

A T-Generat6 Tek RADI US wi | | not generate encrypt.i
group profile and its value set ivyPN-Generateé , even TekRADI US dlgpes not
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attribute in Acces®kequest, TekRADIUS will generate encryption keys if user is authenticated via
Microsoft authentication methods

TekRADIUS also automatically generates WPA encryption keyssands them in final Access

Accept packet after a successful PEAP authentication sefssi@nwireless connectioiBut some

access points do not report port type as wireless so in some cases you need to force TekRADIUS to
generate encryption keys. If yoweed this, add GemnateMS-MPEE-Keys attribute asa check
attribute to user or group profiles with its value set to \Werate.

FirstLogon isaninteger type attribute and can exist in just as a check attribute only in user profiles.

Secondary-Group

You can have a secondary group membership for a user other than user's defaulf goouadd
this attribute to user's profile, TekRADIUS will try to authenticate incoming ageeggestwith
userattributes and primary group attributes fiestdif it fails, TekRADIUS will try to authenticate
again withuserattributes and secondary group attributes.

SecondanyGroupis a string type attribute and can exastly as a check attribute in user profiles.
SecondanryGroupis not supported with PEAP autheraion.

Failure-Reply-Type

You canadd FailureReply-Type attribute as a check attribute to user or group profiles. This
attribute alter behavior of TekRADIUS when FaikReply attributes exists in user or group
profile. You can set its value to Accept Reject. When you set its value to Accept, FaiBeply
attributes are sent in an Accedscept and if you set its value to Reject, Fal®eply attributes are
sent in an AccesReject message. If this attribute does not exist in user or group proflle a
FailureReply attributes are configured, TekRADIUS will send FaHReply attributes in an
AcceptsAccept message.

FailureReplyType is a integer type attribute and can exist only as a check attribute in user
profiles.

Tunnel-Tag

You canadd TumelTag attribute as a check attribute to user or group profiles. You can use this
attribute to set tag value of Tunnel attributésr{inetType, TunnelMediumType, TunneilClient-
Endpoint, TunneBerverEndpoint, TunnePassword, TunndPrivateGrouplID, Tunnel
AssignmentlD, TunnetPreference, Tunnellient-Auth-ID and TunnetServerAuth-ID) to be sent

in RADIUS replies. If this attribute does not exist in user or group profile TekRADIUS assumes tag
value as 1. This attribute can have a value betweEnifclusive.

TunnelTag is an integer type attribute and can exist only as a check attribute in user or group
profiles.
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Credit-Period

You canadd CreditPeriod attribute as a check attribute to user or group profiles. You can use this
attribute to set period which specifies a time span for user credit. For instance, users can have
daily, weekly or monthly credits by adding this attribute to user or group profiles. You must use this
attribute in conjunction with CredRerPeriod and UseCredit attribues.

CreditPeriod is an integer type attribute and can exist only as a check attribute in user or group
profiles.

Credit-Per-Period

You canadd CrediPerPeriod attribute as a check attribute to user or group profiles. You can use
this attribute to &t a creditlimit for a period which is specified by Crediteriod attribute. If user or

group profile does not have Creffite r i od at tri but e, default peri
this attribute in conjunction with Us&redit attribute. If this atibute is added to user or group
profile, FirstLogon attri bute wil/ be automatically

successful logon. TekRADIU®ill set UserCredit attribute value to the value defined in Credit
PerPeriod attribute after evy CreditPeriod expiry Sample user profile;

User has 2 hours credit per day;

User - Credit = 7200 (Check)

Credit - Unit = Seconds (Check)

Credit - Period = Daily (Check)

Credit - Per - Period = 7200 (Check)
Session - Timeout = 7200 (Reply)

CreditPerPeriod is a integer type attribute and can exist only as a check attribute in user or group
profiles.

External-Executable

You canadd CreditPerPeriod attribute as a check attribute to user or group profi@s.can run

and check result of an external executadd a check iterny adding this attribute to user or group
profiles. Enter full path of the executable as the value of ExtéixedutableRe t ur n0oc o de |
assumed success aneturn codes other thaifilo are assumed failureHere is a typicalvalid

exanples can be used in user or group profiles;

External - Executable = C: \ Test.bat % ietfll % %etfl2 %
External - Executable ="C: \ Program Files \ My App\ test.exe" - log %ietf|1% %ietf|2%
External - Executable = "C:\ Progra~1 \ multiotp \ multiotp.exe" %ietf|1% Yietf |2 %

You can specify constant and variable parameters for the executable. Use %% if you would like to
use received RADIUS attributes in Accd®squest messageblserName (Standard RADIUS
attribute #1)and UserPasswordStandard RADIUS attribute #2re sed in the example above.
Examine RADIUS dictionary for the other attributés.f execution fails for
assumed as a failure and authentication will be failed.

ExternatiExecutable is atringtype attribute and can exist only as a chattkibute in user or group
proflesUse double quotes (A o) i f path contains ¢
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Troubleshooting

TekRADIUS provides many messages when problems occur. You can see error messages on
TekRADIUS Manager Status bar or in log file of TekRADIY&vice. You can enable logging in
Settings Tab/Service Parameters section. There are three levels of logging; None, Errors, Sessions.
If you select Errors TekRADIUS logs just error messages. If you select Sessions both Session
(Authentication and Accoung) and Error messages will be logged. You have to restart
TekRADIUS Service if you change logging level settihgg files arelocated undekApplication
Directory3Logs directoryUse | ogging only when itodés neede
performane.

You can also see startup errors and warnings in Application Log of Windows Event Viewer.
TekRADIUS related Application Log entries can be viewed in Application Log tab of TekRADIUS
Manager. The list in the Application Log tab is not refreshed autoafigtic you do not click
AEnable Auto Refresho. You can refresh the 1|
Logo button clears | oggiinaso cle@msall Appleation bag entriess e |
in Windows Event Viewer

TekSIP also utilizes Windows Performance Monitor providing two counters; one for number of
active registrations and other for number active sessions. You can add and monitor them using
Windows Performance MonitgPerfmon.exe)

(i Performance
@ File  Action Miew Favorites  indow  Help | _|5’|5|
|« = |mjm|2
o Cre oloirrslBaal +xls slelE ol=2
ﬁ Performance Logs and Alerts 0 TekRADILS
9
g
7
w
5
o
"
s &
E
= 4
2
3
2
1
u]
Last u] ﬁverage| u] Minimum| 0 Maximum 0]
Duration 1:40
Color | Scale | Counter Instance | Parent | Object | Computer
1,000  Mumber of Active Sessions -—- TekRa,,, IUSER
|

Figure - 13. TekSIP counteren Windows Performance Monitor
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TekRADIUS Service Messages (TekRADIUS log file)
TekRADIUS Service is being started.

This message notifies that TekRADIUS service is being started.

Settings could not be loaded. Please reconfigure.

Settings file( TiekRMIUS. i ni 6 i n t he a pap hat lbeafdundoon corcupted.e c t ©
Examine the file for corruption or reconfigure TekRADIUS.

Create missing tables on SQL Server, exiting.

TekRADIUS needs at least Users and Groups tables created in TekRADIUS database.
TekRADIUS can not finds one these tables terminates startup.

Accounting or Sessions table missing, disabling Accounting...

TekRADIUS Accounting implementation needs both Accounting and Sessions tables created in
TekRADIUS database. If TekRADIUS cantrfinds one these tables disables Accounting.

No client defined, check 'Clients' table in TekRADIUS.mdb.

Tek RADI USO6 s RADI US protocol i mpl ement ati ol
correspondings e cr et k e ys dtable in @ekRADIUS.mMdEG fé inghedplication
directory. This is an automatically generated file by TekRADIUS Manager when you define
RADIUS clients Te k RADI US can not aut henticates inco
keys; if this file can not be found or read at startuixRIADIUS terminates startup.

TekRADIUS Service is being stopped.

This message notifies that TekRADIUS service is being stopped.

No vendor defined, check 'Vendors' table

TekRADIUS r ead s vendor | O dable ih dekRADIBS/nedbfite oirr the
application directorylf a valid entry for a vendor could not be foundiviendor® table VSAs

from that vendor argnored when authenticating the user. Also retyibutesconfigured for a

vendor are not send to the NAS if vendor does not have an enthe iiVendor® table

Similarly unknown vendor attributes in RADIUS Accounting messages are simply ignored. If
you configure a VSA for particular user and youe move vendor oD fr c
TekRADIUS Manager does not display that VSA and automaticallyedé¢ e f r om user
when the user is selected.

No Attributes defined, check 'Attributes' table in TekRADIUS.mdb.
No value defined, check 'Values' table in TekRADIUS.mdb.

TekRADIUS cannotbhe un wi t hout r etablsinTekRADLE.mdbfileomtter y
application directory at startup.
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Could not connect to SQL Server.

This is a general error message indicating that SQL server can not be reached. If this happens at
startup, TeKRADIUS continues to startup process but you need to cheak svhatg oi ng wr
Please see SQL Server Configuration section of this manual. Users generally forget to enable
TCP/IP transport of SQL server or Mixed Mode Authentication.

Unable to initialize TekRADIUS Authentication thread.

Check if there is another apgation uses the same UDP port with TekRADIUS Authentication
thread(Default is 1812)

Unable to initialize TekRADIUS Accounting thread.

Check if there is another application uses the same UDP port with TekRADIUS Accounting
thread(Default is 18B).

Inv alid Accounting data insert configuration, using default

You can configure which attributes in incoming RADIUS Accounting messages are inserted to
Accounting tabl e. But i f you tr yekRADIUSnm®On u al |
and make mistake3.ekRADIUS ignores you configuration and uses default query string:

INSERT INTO Accounting (SessionID, StatusType, UserName, NASIPAddr)

TekRADIUS Service is listening on: X.X.X.X

This message notifies that TekRADIUS service is successfully started.

Stop ping active sessions.

If Accounting is enabled and Active user sessions found, TekRADIUS automatically inserts
artificial RADIUS Accounting stop record®r the active user sessions. You can distinguish
such stop records which have AcctSessionTime=NULL.

All active sessions stopped.

After successfully inserting all artificial stop records for active user sessions, TekRADIUS
provides this notification.

Authorization successfull for user x

If you configure TekRADIUS to run in Authorization only mode, R&DIUS notifies every
successful user Authorization with this message.

Authorization failed for user x
If you configure TekRADIUS to run in "Authorization Only" mode there must be at least one

successeply attribute configured for the users to be auitext. Otherwise users will get
AccessReject.
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Authentication failed for user x. Simultaneous limit has been set but
accounting is not enabled...

In order to use Simultaneclse attribute you must enable Accounting on TekRADIUS
otherwiseusers with SimaaneoudJse attribute set will receive AcceBegject.

Authentication failed for user x

Either user password or one of <check 1items
matched with the received attributes in the RADIUS Acdesguest messag Check also if

you configure a valid RADIUS secret key for the RADIUS Authentication cl{&twork
Access Server, NAS for instance)

No such user : x

TekRADIUS can not find a valid user profile for incoming RADIUS AuthenticaRR@guest
packet.

Unsupported Cipher Suite, TLS Session has been aborted, sending Handshake
Failure.

TekRADIUS TLS implementatin supports just TLS RSA WITH_ARC4 128 MD5 and
TLS RSA WITH_ARC4 128 SHAIA Handshake Failure Alert will be also send.

TLS Session has failed. Sendi ng TLS Alert.

You get this message when TekRADIUS can not verify client TLS Finished message.

PEAP Authentication failed. A valid certificate could not be found for
user X

A valid certificate can not be found while authenticating the user using PEARy Vet if
user has a TLEertificate attribute in his/her user or group profile and certificate is stored in
Windows Certificate Store.

Authentication failed for user 'X'. Unsupported EAP authentication
method.

RADIUS client requested an authenticatimethod that is not configured for the user. Check if
value of AuthenticatiotMethod attribute configured for the user matches with the

authentication method requested.
Invalid Auth. packet received from : X.X.X.X

Either you got an incoming RADIUS Authiération message from a RAD8Jclient not listed
i n f @ltable specifed size of RADIUS packet is not tolhed with the actual size ar
duplicate packet.

Debug Message : (Radius Authentication)

You can get Debug messages when socket and SQL cmmectors occur. Take necessary
actions according to the message.

Acct. packet with invalid secret received from : X.X.X.x

Either you are receiving a RADIUS Accounting packet from a RA®Itlient not listed in
A C| iotalaorsRADIUS secret key configed for the x.x.x.x is invalid.
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Debug Message : (Radius Accounting)

You can get Debug messages when socket and SQL connection errors occur. Take necessary
actions according to the message.
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TekRADIUS Command Line Interface - TRCLI.exe

TekRADIUS comeswith a command line utility which can be used batch user processing and web
based applications. You can add, delete or modify users in TekRADIUS database. Thjs utility
TRCLI.exe can be found TekRADIUS application directory. TRCLI looks for TekRADIUS.ini
when executed. TekRADIUS.ini stores database connection information and can be found under
TekRADIUS application directory. If you plan to run TRCLI in another directory, add TekRADIUS
installation directory to Environment variable %PATH%.

Whenyouadd amew user, usero6s group wil/l be nADef au
group using Attribute Aietf]|] 00.
Here is output of TRCLI when executed without any parameter:
C:\ Program Files \ TekRADIUS>trcli
TekRADIUS Command Line Interface - (c) 2008 Yasi n KAPLAN, All rights reserved.
Add User
TRCLI - u username password groupname
Add Group
TRCLI - g groupname
Delete User/Group
TRCLI - [d]dg] [username/groupname]
Add Attribute
TRCLI - [a]ag] [username/groupname ] "attribute" value [check|sreply|freply]
Delete Attribute

TRCLI - [m|mg] [username/groupname] "attribute" [check|sreply|freply]
Retrieve Attributes :
TRCLI - [r|rg] [username/groupname]
Service Operations :
TRCLI - s [start|stop|query]
Client Operations :
TRCLI - c [add|delete]list] "Client IP Address" secret
Help :
TRCLI -h

Service & Client Operations require administrative priviledges.
Samples;

Add a user. You needo supply a username and password;
C:\ Program Files \ TekRADIUS>trcli - U test test123
User 'test' has been added. Configure attributes for the user.
Deletea user,
C:\ Program Files  \ TekRADIUS>trcli - d test

User 'test' deleted...

Add an attribute to an existing profile user(You canaddattributes toonly existing uses). Please
note that TekRADIUS uses a special notation for storing attributes in user profiles. IETF -Service
Type (7) attribute with value ARAP (3) is added as shown below;
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C:\ Program Files  \ TekRADIUS>trcli - a kaplan "ietf|7" 3 check

Attrib  ute ‘ietf| 7' for the user 'kaplan' has been added...

For Microsoft MSPrimaryDNS-Ser ver attri but e, eck a mgpkhpen not at
fimsoft| 280 1920168P1®alse check not ati on for ot
TekRADIUS Dictionary Editor.

Delete an attribute from a user profile
C:\ Program Files  \ TekRADIUS>trcli - m kaplan "ietf|7" check

Attribute 'ietf|7' for the user 'kaplan' has been deleted...

Retrieve attributes configured for a user;

C:\ Program Files  \ TekRADIUS>trcli - r kaplan
ie tf|0,sss,Check

ietf|1,kaplan,Check

ietf|2,deneme,Check

ietf|6,2,Check

ietf|8,255.255.255.254, SReply

All attributes, including check and reply ones are listed in Attribute, Value, Attribute_Type format.

Change passwordf a user profile; You need removand then add check attribute ietf|2 with new
password value.

C:\ Program Files \ TekRADIUS>trcli - m kaplan "ietf|2" check
Attribute ‘ietf|2' for the user 'kaplan' has been deleted...
C:\ Program Files \ TekRADIUS>trcli - a kaplan "ietf|2" 5678 check

Attribute 'ietf|2' for the user 'kaplan' has been added...

Change groupof a user profile; You need remove and then add check attribute ietf|0 with new
group id.

C:\ Program Files  \ TekRADIUS>trcli - m kaplan "ietf]| 0" check

Attribute 'ietf] 0' for the user 'kaplan’ has been deleted...

C:\ Program Files  \ TekRADIUS>trcli - a kaplan "ietf]| 0" newgroup check
Attribute 'ietf] 0' for the user 'kaplan' has been added...

Disable a user without deleting You need to add attribute tekradius|O to the user profile with
value offi 0 0 ;
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C:\ Program Files  \ TekRADIUS>trcli -akaplan" tekradius | 0" 0O check

Attribute ' tekradius | O' for the user 'kaplan' has been added...
You need remove or set valuerof e k r a d i attripwetoi 1 dor enabling the user.

Add a RADIUS client (NAS, Acces P o i nt éYpu need specify.IP address of NAS device
and secret key.

C:\ Program Files  \ TekRADIUS>trcli -c add 102.168.10.10 radius_secret

Client 192.168.10.1 added... Restart TekRADIUS service

You need to restart TekRADIUS in order to receive RAJS packets from the RADIUS client.
RADIUS clientbds vendor type is set to o6ietfod
type and status through TekRADIUS Manager.

Deletea RADI US cl i ent ( NAS )Youheed spacdy jubt tPiadsis®@)NA nt r y
device and secret key.

C:\ Program Files \ TekRADIUS>trcli -Cc delete 102.168.10.10

Client 192.168.10.1 deleted ... Restart TekRADIUS service

List all RADIUS client entries;

C:\ Program Files \ TekRADIUS>trcli -c list

127.0.0.1,test,ietf,Enabled
192.168.19.1,deneme,ietf,Disabled
192.168.10.1 test,ietf,Enabled

List active sessions;

C:\ Program Files \ TekRADIUS>trcli -

TimeStamp, Duration, SessionID, UserName, GroupName, NasIPAddr, Nasldentifier,

NasPort, NasPortType, NasPortID, ServiceType, Frame dIPAddr, CallingStationID,
CalledStationID

28.12.2009 18:10:04, 1, 00092F82001, Kaplan, Default, 10.2.1.1, ,,,,,,,

1210902125076969

1 active session found.

User passwords ateeing encrypted in Authenticatioand Group tables in versier2.3 and 24.
Encryption of passwords in Authentication and Group tables is optional in version 2.5. If you
upgrade from version 2.3 and 2.4 start TekRADIUS Manager with default values. If you
upgrade from versions prior to 2.3 manually edit TekRADIUS.ini which can te found under
application directory, set EncryptPasswords=0 under [Database] section before starting
TekRADIUS.
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Creating and Installing a Self Signed Certificate for PEAP Authentication

A server side X.509 digital certificate is required for PEAP autb&tion. This certificate can be
purchased from a thirgdarty Certificate Authority such as VeriSign, or it can be issued from an
organization's internal Certificate Authority. But these options may be dostigst environments

Creation of Self Signed Certificate

TekCERT

You can use TekCERT to generate self signed certificates for test environments. TekCERT is a
standalone executable program which requires Microsoft .NET Framework 2.0. You can download
TekCERT from TekRADIUS Support site.

When yourun TekCERT you will see following form to create a certificate:

i
Certificate Generation I Browse Cerficates I
— Issued to — Options
Mame : ITes1 Key Length : I'ICZi j
Organization : ITest Org. Walid for [Dayis)] : ISE
City : Ils-‘tanbul Serial # : IéE h2daadf485c11f
State : I — Operation
Country : ITH j Reset Fom | | Generate Certificate I
TekCERT iz ready About Exit |

Figure 14. - TekCERT certificate parameters

Click nNGenerate Certificateo button to create
to enter at | e ahe tertifcater al i d A Nameo for t
L]
lssuer | lssued to | Mat Befare | MNat After | Ke'yLegthl
Test Test 12052008 11.08.2008 1024
LUSER USER 03.01.2008 02.01.2009 1024

Certificate created. About | Exit |

Figure 15. - Browse certificates

You can export public key in .cdDER encoded X.509prmat after creating the certificate for
client depl oyment . Click ABrowse Certificate
AEXx potton.0 bu
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SelfSSL

There are a couple of tools can be used for generating a self signed certificate. You can use
OpenSSL or SelfSSL comes with Internet Information Services (1I1S) 6.0 Resource Kit. You can
download Internet Information Services (11S) 6.0 Reseuit from:

http://www.microsoft.com/downloads/details.aspx?Familyl D=56fcO¥@&ka4c73b628
ade629c89499&displaylang=en

After downloading resource kit, double click to installation file (iis60rkt.exe) and follow the
instructions.

Figure 16. - Select Features dialog

You can select just SelfSSL 1.0 component as it is the only component required. Althaugh
build to generte test certificates for 1S, these certificates can be used by RADIUS servers as they
are standard X.509 type certificates.

On the RADIUS Server, open up a command prompt and go to the directory where you installed it
(C:\Program File$lIS ResourceSelSSL is default)Type the following command to generate the
certificate:

selfssl /N:CN=Servername /K:1024 /V:365 /S:1 /P:443
IN : CN is the identifier for your certificate and can be the name of the server.
/K :is size of the RSA key in bits. Set to 1024
IV :is the number of days before the certificate expires. Set to 365 for one year.
/S :is the site number in IIS.
/P :is the TCP port number. 443 is the standard SSL port.

/S and /P parameters are not important as you do not have an IIS instdledserver. If you don't
have 1IS installed, executing the SelfSSL command will return an error messager, "
opening metabase: 0x80040154 ". This error is occurred when an IIS site was not found so
just ignore fit.
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