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Introduction

TekRADIUS is aRADIUS AAA server(Based on RFC 2865, RFC 2866)druns under Microsoft
Windows (XP, Vista,7, 20032008 Server) operating system. Visihttp://www.tekradius.com/
regularly for updatesl he following authentication method@sesupported by TekRADIUS

e PAP [RFC 2865]

e CHAP [RFC 2865]

e MS-CHAP V1[RFC 2548, RFC 2759]

¢ MS-CHAP v2 [RFC 2548, RFC 2759]

e EAP-MD5 [RFC 2284, RFC 2869]

e EAP-MS-CHAP v2 [draftkamathpppexteapmschapv202.txt]
e EAP-TLS [RFC 2716]

e PEAPVBEAP-MS-CHAP v2 [draft-kamathpppextpeapvB00.txt] (As implemented in Windows XP
SP1)

e Diged [draft-stermaraaasip-00.txt] (SIP Authentication)

TekRADIUS also supports RFC 286&RADIUS Attributes for Tunnel Protocol Support aR&C
3079 - Deriving Keys for use with Microsoft Pouto-Point Encryption(MPPE) You can
authenticate and authoriZ2PTP/L2TP connections using TekRADIUBAP-TLS is supported
only in thecommercial edition of TekRADIUS.

TekRADIUS has atilt-in DHCP server which allows you to assign IP addresses to wireless clients
based on their usernames entered in PEAP autheoigzot just based on their MAC addresses.
DHCP server is available in both free and commercial editions of TekRADIUSPbatdress
assignment to wireless users based on their usernames feature is available only in commercial
editions of TekRADIUS.

System Requirements

TekRADIUS requires Microsoft SQL Serygrou canuse2000 or 2005 versions. Edition selection
and required disk space depends on your applicaBobh.e ase see section ti
Conf i g uacenfigumthre 8QL Server tde usal with TekRADIUS.You alsoneedMicrosoft

.NET Framework 4 Client Profileinstalled with the latest patcheBekRADIUS standard edition
supports only Ntrosoft SQL Server editionsasits database; use LT edition for SQLite support.
Although anii s aquivaknt SQL users needed to create the database and tables, users can set a
less privileged SQL user for regular operasiafiter creating the database and tabRentium IV

class CPU with 1 GBf RAM is ideal for most configurations.

Installation

Unzip AiTekRADIUS.zi and dick fi 8tup.exé that comes with the distoution. Follow the
instructiors of the setup wizard. Setup will install TekRADIUS Manager aheé TekRADIUS
Service,andadd a shortcut for TekRADIUS Managerthe desktop and start menu.
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Configuration

Run TelRADIUS Managemy clicking on the desktop shortcut or selecting TekRADIUS Manager
from AStartTleRRAPHI UB/ TekRADI US Manager 0. You
privileges on the computen whichy ou 6 ve i nst a l(Tha chead etheRyduDriusl Be
logged in as Administrator user or as a userthie built-i n A Admi ni s tYowmdammoto gr
access settings parameters without Administrative privileges. If you log in with an ordinary user
account, TekRADIUSOMamatgemr 0 wind de rfarlmi ¢ m jiust p

e Changing existing user profiles
e Monitoring active sessions
e Generating usage repofRlease see related section on generating usage reports)

You need to configuréhe initialization parameters ere running TekRADUS Service.Savethe
configurationchanges and restart after changimgconfiguration.

Settings Tab

Click theASetting® Tab to start configuration.

SQL Connection
You must configure SQL Connection first. Entiee following information:

Il x4

File  Service Help
Users I Groups | Clients =~ Settings |ﬁpplica1ion Log I Active Sessions I Dictionarny Eu:l'rtor' Repoarting I
I SQL Connection | Database Tables | Accounting Table | Service Parameters | Alerting |

—SQL Server Connection

SQL Server - [152.168.105 =l 8

Timeout : |3:

Usemame : Isa

Paszsword - |""'”

Use Default
Authentication Key :

Key :
Use Default
Authorization Query :

Authz. Query -
Delimiter Character :
Encrypt Passwords -

o] <

S
[ ¥y ]
Iul
L]

[
@
i

from Users where UserName="%Key% and AttrType = 1

<1

[ Test Connection

:l |3l Save Settings

Configure TekRADIUS. .. | TekRADIUS Service is Running i ik

Figure - 1. SQL Connection settings

e SQL Server: You can entethe IP address or FQDN of the server runnthg SQL server.
You can select detected SQL servers from the list. Giekefresh button to reetect SQL

E 2007-2012 Yasin KAPLAN - http://www.tekradius.com/ 5
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servers orthe local machine and local netwo If you have anSQL server installed on the
same servesis TekRADIUSYy ou ¢ an hd csaol fdbisbtiequotel)

Username: Enterthe SQL username tbe used t@onnectto theSQL server. If your SQL
serveris configured to support local Windowstégrated Authentication, yowill need to

changethe configuration to support username/password based authentication. You can
changethe default authentication mode using SQL Server Management Studio for SQL

Server 2005(right click the registered SQL Seev instance, select Propertiesnd then
Security) For SQL Server 20Q0@onsulthttp://support.microsoft.com/kb/28509Iease see

thesection titled ASQL Ser v anrSQLCSeraef to gse witht i o n

TekRADIUS.
Password:Enterthe password of the SQL user.

Timeout: Enterthe connection timeoufin secondsjor the SQL ServerThe defaultvalue
is 30seconds

Use Default Authentication Key:If you plan to use a different RADIUS attute (Calling-
Stationld attribute in place of UseiName attribute f o r e x afon pnhtehiédg user
profileswith RADIUS Authentication requestuncheckthis option

Key:1 f 'y ou UWse DRefaatAultheriication K&y o p delectthe RADIUS attribute
thatis to be used for matching user profiles witle RADIUS Authentication request

Use Default Authorization Query: You canspecify an alternative query to selethe
authorization parametefimm thefl U s etabletbatwill be returned tdhe access seer for
the userAlwaysusefi At t r T tp petsacdesseply attributes.

Authz. Query: If you checkedhe Use Def. Authorization Query optipgiou can enter your
alternative query.

Delimiter Character: Specifythe delimiter character to be usadthenenteing stringtype
multiple-instance reply attributes in user or group profildse default value isa semicolon

i; 0.

Encrypt Passwords You can optionally keefhe passwords configured for user and group
profiles encrypted in the TekRADIUS database.

TekRADIUS u s e SSelect i Attribute, Val  from <users _table> where
UserName="%Key%' and AttrType = 1 0 qu er ythetsuccesseply attibutes from
User® t a bdelect. Attrifite, Vval  from <users _table> where
UserName="%Key%' and AttrType = 00 q u e r yto fetchtheclseekdattributes from

fiUser® t abl e.

To test your settings before savjmdick [Test Connection]. If you gsgi Connect i on
but databasdoesn ot e xAiiCsotnon ecxrt i on S u wasmissymd tablés)o besponset h e r ¢
your configuration is valid. You can creatihe database andequired database tabdein the
ADat abase Tabl eso tab.

If you wish to creat¢he database and dlhe database tabsananually you can find SQL scripts for
creating the TekRADIUS database and TekRADIUS bkas in the installation directory
(TekRADIUS.sql for database, Users.sql, Groups.sql, Acconting.sql and Session.sql for the tables)

Database Tables

If you can accesthe SQL Server, you can credtee database and tables needed by TekRADIUS.
TekRADIUS finds previously created talleit automaticallyuncheckshose tablgd entries Enter
thefollowing information:

6

S u


http://support.microsoft.com/kb/285097

Create Database / Database Nam&nterthe database namé¢he default name s
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Click [Create Database] to credtes databas. The Pllowing SQL clause is executed to cretie
database:

If the database is created successfuiyu will getthei Dat abase created and

ar e

CREATE DATABASE [TekRADIUS]
GO

updatedéo message.

= TE

File  Service Help
|zers I Groups I Clients ~ Settings Iﬁpplicaﬁon Log | Active Sessions | Diictionary Editorl Reparting |
SQL Connection

Database Tables:

| Arcourting Table | Service Parameters | Alerting |

i~ Create Database
Database Name : |T=kRADIUS

— Create Tables

Users Table : I'.'a-':-‘:-

Accounting Table : I.'—.:::,-':-':

Groups Table : |Groups

([ P P

Sessions Table : |Sessions

j 2l Save Settings

| Create SQL tables for TekRADIUS. ., | TekRADIUS Service is Running 2 :;

Figure - 2. Database a b toefigusation

Create Tables / Users TableThe Users table contairthe user definitionsandthe check and reply
RADIUS attributes for the usertlincheck checkbox on left of the text box if you do not want to
createthe Users tableFollowing SQL clause isxecuted to creatbe Users table:

Create Tables / Accounting Table:The Accounting table stores RADIUS accounting messages.

USE [TekRADIUS]

GO

CREATE TABLE [dbo].[Users](
[UserName] [nchar](64) NOT NULL,
[Attribute] [nchar](16) NULL,
[AttrType] [int] NULL,
[Val] [nchar](64) NULL

) ON [PRIMARY]

GO

CREATE NONCLUSTERED INDEX [IX_Users] ON[  dbo].[Users]
(

)
GO

[UserName] ASC

Uncheckthe checkbox on left of the text box if you do not want to créagésdccounting tableThe
following SQL clause is exeted to createdhe Accountingtable (Indexes are vital for high
performance):

E 2007-2012 Yasin KAPLAN - http://www.tekradius.com/ 7
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USE [TekRADIUS]
GO
CREATE TABLE [dbo].[Accounting](
[SessionID] [nchar](255) NOT NULL,
[StatusType] [nchar](30) NULL,
[InputOcts] [int] NULL CONSTRAINT [DF_Accounting_Input

[OutOcts] [int] NULL CONSTRAINT [DF_Accounting_OutOcts] DEFAULT ((0)),

[UserName] [nchar](128) NULL,
[NasIPAddr] [nchar](15) NULL,
[Nasldentifier] [nchar](255) NULL,
[NasPort] [nchar](40) NULL,
[NasPortld] [nchar](255) NULL,
[ NasPortType] [nchar](40) NULL,
[ServiceType] [nchar](40) NULL,
[FramedIPAddr] [nchar](15) NULL,
[CallingStationld] [nchar](64) NULL,
[CalledStationld] [nchar](64) NULL,
[AcctSessTime] [int] NULL,
[DisconnectCause] [nchar] (128),
[TimeStamp] [datetim €] NOT NULL,
[Amount] [int] NULL)

GO

CREATE NONCLUSTERED INDEX [IX_Accounting_1] ON [dbo].[Accounting]

[TimeStamp] ASC
)
GO
CREATE NONCLUSTERED INDEX [IX_Accounting_2] ON [dbo].[Accounting]

[SessionID] ASC
)
GO
CREATE NONCLUSTERED INDEX [IX_Acc ounting_3] ON [dbo].[Accounting]

[UserName] ASC
)
GO
CREATE NONCLUSTERED INDEX [IX_Accounting_4] ON [dbo].[Accounting]

[NasIPAddr] ASC

)
GO

Octs] DEFAULT ((0)),

Create Tables / Groups Table:The Groups table contains common check and reply RADIUS
attributes for theisersUncheckthe checkbox ortheleft of the text box if you do not want to create
the Groupstable.The followingSQL clause is executed to cretite Groups table:

USE [TekRADIUS]

GO

CREATE TABLE [dbo].[Groups](
[GrouplD] [nchar](64) NULL,
[Attribut e] [nchar](64) NULL,
[AttrType] [int] NULL,
[Val] [nchar](128) NULL

) ON [PRIMARY]

GO

CREATE NONCLUSTERED INDEX [IX_Groups] ON [dbo].[Groups]
(

)
GO

[GroupID] ASC

Create Tables / Sessions Tabl&:ekRADIUS stores active sessin the Sessions tablévhen a
RADIUS accounting start message is recejvadecord for that session will be addedthe
Session table. TekRADIUS will remove that record as soon as it receaRADIUS accounting
stop message for that session. TekRADIUS cldasSessions tdb every timethe service starts

Theessions displayed in the

ifACt

vV e

SEmediko n s 0

the checkbox onthe left of the text box if you do not want to credtee Sessions tableThe

following SQL clause is execuddo createhe Sessions table:

USE [TekRADIUS]
GO
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CREATE TABLE [dbo].[Sessions](
[TimeStamp] [datetime] NOT NULL,
[Sess ion ID] [nchar](255) NULL,
[UserName] [nchar](128) NULL,
[GroupName] [nchar](128) NULL,
[NasIPAddr] [nchar](15) NULL,
[Nasldentif ier] [nchar](255) NULL,
[NasPort] [nchar](40) NULL,
[NasPortType] [nchar](40) NULL,
[NasPortld] [nchar](255) NULL,
[ServiceType] [nchar](40) NULL,
[FramedIPAddr] [nchar](15) NULL,
[CallingStationID] [nchar](64) NULL,
[CalledStationID] [nchar](64) NU LL)

GO

CREATENONCLUSTEREDNDEX [IX_Sessions]

(

)
GO

[TimeStamp] ASC

ON [dbo] . [Sessions]

Click [Create Tables] to creatke selected tablesf thetables are created successfujlgu will get

alfTable(s) created and

for RADIUS check attributesi 1 0 suicoesseply attributesa n d

theUsers and Groups tables.

Accounting Table

cm nme chasg@pe Sieddtistsetihn@s ar
i 20 -repyrattributesnl ur e

You can define which RADIUS accounting attribute received in RA®IAccounting messages
will be stored in which field ofhe Accounting table created d¢ine SQL database. There are two list
boxes. On the left hand side yoan selectheaccounting tabl&eld; on the right hand side you can
selectthe matching RADIUS #ribute. Click [Add Pair] to addhe pair, or click [Delete Pair] to

deletea previously added pair.

=Y
File  Service Help
Users | Groups I Clients ~ Settings |P‘pplicati0n Log | Active Sessions I Dictionary Editorl
SGL Connection | Diatabase Tables I,i.c:c:ounting Table | Service Parameters | Alerting |
Arccounting Table Field | Radius Attribute |
iSessionlD Acct-Session-Id i
StatusType Acct-Status-Type
InputOicts Acct-lnput-Octets
QutDects Anct-Output-Octets
UserName User-Name
Nas|PAddr NAS-IP-Address
Calling Stationld Calling-Station-Id
CalledStation|d Called-Station-ld
AcctSessTime Acct-Session-Time
NasIdentifier NAS-ldentifier
NasPort MNAS-Port
MNasPortld MNAS-Port-ld
MasPort Type MAS-Por-Type
Framed|PAddr Framed-|P-Address
DisconnectCause Acct-Teminate-Cause
Acct. Table Columns : ~| Radius Attributes - | =l
| Add Pair | | Delete Pair |
@ | Save Settings |
|Create SQL tables for TekRADILS. .. [ TekrADIUS Service is Running .::

Figure - 3. Accounting table field selection

E 2007-2012 Yasin KAPLAN - http://www.tekradius.com/
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Specialconsiderations requiredfor the CiscoAVPair attributeas it is necessanp manually enter
the CiscoAVPair key tothe Radius Attribute. For example, ifyour Cisco access server sends
CiscoAVPair = "connecfprogress=LAN Se Up", you would enter connegirogress ashe
RADIUS Attribute. You can use this feature foisccelike vendor dictionaries.

If you cannot find a valid entry ithe Acct. Table Columns forhe desired Accounting attribute,
youwill need to add a new field tbhe Accounting table using Microsoft SQL Manager.

Service Parameters
Enterthefollowing information to configure seise specific parameters:

e Listen IP Address: Selectan IP address to be listengd by the TekRADIUS server. The
list contains all IP addresses associated to all enabled network intetfaaas.change or
remove a listened IP address in your Windows Netw configuration, TekRADIUS
automatically selecthefirst available IPv4 address in your network settings at startup.

e Startup: Selectthe startup mode othe TekRADIUS serviceThe defaultstartup mode is
i Ma n uYad have to click [Save Settings] makethe selected mode active.

e Secure Shutdown If selected, TekRADIUS will insert artificial Stop records for the active
sessionsvhen it isshutdownlf a valid Stop message received after restarting TekRADIUS,
the artificial stop record will be updated with the information from the oneeceived.
Enabling this option isnot necessaryf you receive only RADIUS Accountin§top
messages from your access server.

B TekRADIUS Manager (Admin Mode) -0l x|

File Service Help

Users | Groupsl Clients I Application Logl Active Sessionsl Dictionany Editorl Heportingl Monitorsl DHEF'l

SOL Connection | Database Tables | Accounting T able || Service Parameters | Alerting |

— Service P

Listen IP Address : lm Authentication Port : IW
Startup : lm Secure Shutdown : [

Logging : lm PEAP Inner Auth. Method : lm
Authorization Only : [~ Keep Domain Name : [~
Failure Count : [ 0=] DHCP Server Enabled : [V

Add User-Name to
Access-Accept Messages : I

Accounting Enabled : ™

Accounting Port : I‘IS‘I 3

Proxies

Wwindows Auth. Proxy Enabled: [~ windows Damain : IUSEH
Active Directory Prosy Enabled : [ Active Directany Domain : |2'| 25813111

authenbicati

d | | Save Settings |

| Configure TekRADILS. .. | TekRADIUS Service is Running 2.

Figure - 4. Service parameters configuration

e Logging: Selectthelogging level oftheT e k RADI US servi ce. Sel ect
want |l oggi ng, sel emxs eliic€catr ofi S®s dioonsodg tea rloa
and errorsThei Debugo option provides more details
PEAP negotiationd.og files arelocated undethe <Application DirectoryX_ogs directory

10
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e PEAP Inner Auth. Method: You can sethe primary PEAP inner authentication method
TekRADIUS supports EARMDS and EARMS-CHAP-v2 as inner authentication methods.
The cefaultinner authentidgon method is EARMS-CHAP v2.

e SSCC (Self Signed Certificate CreatianJekRADIUS can createa server certificate
dynamically for every PEAP authentication requésyou set this optionyou do not have
to configure a server certificate usititge TLS-Sewver-Certificate attribute. You must disable
server certificate validation when you set this optidhis option is only available ithe
commercial edition of TekRADIUS.

e Authentication Port: Enterthe UDP RADIUS authenticatiorport (Default 1812)If you do
not enter a numeric value betweer6b535 thedefault value will be used.

If the selected port is used by another program, TekRADIUS will distt@eRADIUS
Authentication thread and adthe following event entry tothe Windows Event Log:
fiUnable to intialize TekRADIUS Authentication thread.

e Authorization Only: Checkthis optionif you plan justto authorize requests from RADIUS
clients.If you configure TekRADIUS to run in "Authorization Only" mqadkere must be at
least onesuccesseply attribute configured for the users to be authorizetherwise users
will get AccessReject.Use this option with care; if a usernamds found matching an
authentication request, TekRADIUS will reply with an AccessAccept message
regardlessof the UserPassword in he request.

If you selectheii Aut hori ze Onl yo opt i onthecheckhtiRbAtbsl US
configured for the user ithe userand group profils. If TekRADIUS finds a valid user

entry in the fiUser® table, successeply attributes will be retmed in an Acceséccept
message.

e Keep Domain Name:TekRADIUS automatically removes characters betofi® c har act
in aUserName attribute received in access and accounting requests. In order to change this
behavior checkthis option.

e Failure Count: TekRADIUS can disabla user profile aftea userconfigurable number of
unsuccessful login attempts. If you have enabled Mail Alertng will get a notification
whenauser profile is automatically disablegntering O disables this feature

e DHCP Server: TekRADIUS has a buikin DHCP server which allows you to assign IP
addresses to wireless clients based on their usernames entered in PEAP authentication not
just based on their MAC addresses. DHCP server is available in both free and commercial
editions of TekRADIUS but |IP_address assignment to wireless users based on their
usernames feature is available only in commercial editions of TekRADIG8 can use
DHCP server to assign IP addresses to all wired or wireless devaesnust add IP Pools
at DHCP tab.

e Add User-Name to AccessAccept MessagesTekRADIUS will automatically add User
Name attribute to RADIUS acceascept replies when you select this option.

e Accounting Enabled: Check this box if you plan to collect accounting packets from
RADIUS clients.

When & Accourting-Checkpoint message received for an wstarted sessiorthe first
checkpoint messagis assumedo be an accounting session stdan entry will also be
addedin thefiSessions table).

When a Accounting Stop message received for an already stoggh sessiorand the
previously receivedccountingStop of thesessionhasno fiAcct-SessioAlimed at t r i bu
(AcctSessioATime=NULL) the session'sstored stop record isupdated by the newly

received one

E 2007-2012 Yasin KAPLAN - http://www.tekradius.com/ 11
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When an Accounting@ff messagas received from a NS, all active sessions from that
NAS will be stopped with AceSessioATime=NULL and thesession entries will be cleared
in thefiSessiongtable.

Whenthe TekRADIUS Service is stopped, all active sessions will be stoppedAsith
Sessioalime=NULL and thesession entries will be clearedthreiSessiongtable.

Accounting Port: Enterthe UDP RADIUS authentication po(Default 1813). If you do not
enter a numeric value between @5535 the default value will be usedf you enter the
same port numbehatis used byauthentication, accounting will be disabled.

If selected port is used by another program, TekRADIUS will disdlée RADIUS
Accounting thread and adtie followinge v e n t entry to Whnabldwws E
initialize TekRADIUSAccountingthread .

If TekRADIUS cannot initialize both Authentication and Accounting threatistops
execution ofthe startup sequence and adtie following event entry to Windows Event
L o gCouldinot start any of TekRADIUS threads; exitinga

Windows Authentication Proxy: TekRADIUS can act as a proxy for the user accounts
defined in local Windows Domain / Server. Click to enablef iTekRADIUS cannot finch
valid entry inthe i U s etabke cand Windows Authentication Proxy is enablgdthen
checksthe usernamgiassword on local Windowsiachine Succesdkeply Attributes are
fetched fomthe6 Def aul t 6 a wssermamefpassword is valid the Windows
domain.

If you plan to define specific RADIUS check and reply attributes for the users, cresd¢e a
profile entry using TekRADIUS Managerfor the particular user without a Us&assword
attribute, andadd AuthenticationType attributeas a check itemwith the valued Wi nd o ws 6
in the users profile.

Active Directory Proxy: TekRADIUS can act as a proxy for theeusccounts defined in
local Active Directory Domain / Server. Click to enable itTEKRADIUS cannot finda

valid entry iniUs er s 0 theaActlvee Directorgg Proxy is enabledt checksthe
username/password ofsctive Directory SuccessReply Attribues arefetched fom the
6Def aultd user group itheAaliwe ®irectayemaip.as swor d

If you plan to define specific RADIUS check and reply attributes for the users, cresd¢e a
profile entry using TekRADIUS Managerfor the particulr user without a UsdPassword
attribute, andaddthe AuthenticatiorType attributeas a check item witthe valued.DAP®

in the usets profile.

Alerting

TekRADIUS can be configured to senehail alerts if an error condition occurs in specifexdor
duration Enterthefollowing information to configure alerting:

12
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B TekRADIUS Manager (Admin Mode) I ]

File  Service Help

SGL Connection | Database Tables | Accounting Table | Service Parameters

I,iJerting | Registration |

— E-Mail Alerting Parameters
Mail Alerting Enabled : [
SMTP Server : Imail.tekradius.cnm
Mail To : Iil'ﬁo@tekmdius.com

Mail From - Iil'ﬁo@tekmdius.com
Authentication Required : [
SMTFP Usemame : Iirrfo@tekladius.com
Password - I"""'

Emor Duration {Sec) : |t
Mail Period {Min) - |15

Test Alerting

il Save Settings

Configure TekRADIUS... | TekRADIUS Service is Stopped (28 o

Figure - 5. Alerting configuration

e Mail Alerting Enabled: Click to enable Mail Alerting.

e SMTP Server: EnterthelP address or FQDN of the SMTP server.

¢ Mail To: Enterthee-mail addres$o which alertsareto be sent.

¢ Mail From: Enterthee-mail addresshatwill be shown ashesender address.

e Authentication Required: Check this box if your SMTP server requires user
authentication.

e SMTP Username:Enterthe SMTP username.
e Password:Enterthe password othe SMTP user.

e Error Duration (Sec): Enterthe minimum error duratiorfin secondsbefore sending an-e
mail alert(Default 60 seconds)

e Mail Period (Min): Enterthe minimum duration(in minute$ before sendinghe next e
mail alert(Default 15 minutes)

Click [Test Alerting] to testhe E-Mail Alerting Configuration.If your configuration is valid, you
will receive a test message sent by TekRADIUS.

Clients

You can define RADIUS clients itihe Clients tab. Entethe IP address and shared RAJS secret

key for each RADIUS clieniClient data is storethei C| i talle irsth@ TekRADIUS.mdbfile,
undertheinstallation directory. When you add, edit or delete a client, clsdogiee Client data will
beimme di at el y wr i tt bleaYot lmavettohepter & alidilPeaddresstandty@u cannot
enter a blank secret.
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B TekrRADIUS Manager (Admin Mode) o ] |

File  Service Help

Users I Groups  Clients I Settingsl Application Logl Active Sessionsl Dictionary Editorl Heportingl Monitorsl

MHAS | Secret | Wendaor | Enabled | Internim Update |
127.0.0.1 test ietf Yes a
192168.0.10 test ietf Yes i

— RaDIUS Client Properties
MAS Secret Yendor Enabled Interim Update Period
IDefauIt j Itest ietf j IYes j I BD::I seconds
Kill Command
[ bat SNASIPAdd: [ =) AddiUpdate || X Delete |
|Selected clients removed. .. | TekRADIUS Service is Stopped Z i

Figure - 6. RADIUS clients

In order to edit a client entry, selettte client entry make thenecessary change and clithe
[Add/Updaté button. Similarly click the [Delete] button to delete selectectlient entry. If you do
not know your access s,sreVvVercddshévemdrdaiue.agr it os

You can add a default RADIUS client entry in version 2.5 so TekRADIUS can accept
RADIUS request from unlisted RADIUS clients with the correct shared key.

You can configure InterinUpdate Period parameter your RADIUS client supprts sending

Interim Accounting Messagd$ TekRADIUS does not receive an update in specified period, active
session and simuhl@ous session entries will be clearghimum allowed value for interim update
period is 60 seconds. Setting interim update period to O disables interim update period checking for
the selected RADIUS client.

Youcandefined Ki | | 6 ¢ o mma resskiorns throudjthedAgtiveuSessians tab if you have
a command line utility to sendhappropriatesignal to disconnect a particular user session. You can

Y

use followingvariables aparameters withyouii Ki | | 0 command;

$NASIPAddress
$SessID

$UserName

$NasPort

$NasPortld

$Calling - Station -1Id

SomeNAS devicessupport SNMRhat can be used to disconnect usénsthis caseyou can use a
command line SNMP seb utility to disconnect users. Pleasensultyour NAS documentation to
find out whetheryour NAS suppats this and which MIB to usé&his is an example to clear TTY
sessions on a Cisco device

c: \util \snmpset $NASIPAddress public.1.3.6.1.4.1.9.2.9.10.0 integer $NasPort

You can also use other tygef utilities thatare supported by your access server
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Groups

Defining user groups for common RADIUS attribufes a group of usergs a good ideaThe
Default user group is added automatically when you cribatdatabaseables. You cannot delete
the Default user group through TekRADIUS Manageit is needed by TekRADIUS for proper
operation.

In order to add aew Group, enteagroup nament he @A Gr o u gBotiom tefdaxnd click o x
[Add]. You cannot enter a blank group narhef you wi sh to change a gr
enterthenew namenthed Gr oup: 0 t ext box andickthé[Detete] bdttdvho d i f
to delete a group entry after selectingribu cannot modify or deletihe Defaultuser grouplf you

delete a groughatgrou members are automatically movedhe Defaut group.

You can browse groupsy clicking the[Search] button. This will retrieve all groups in the database.
In order to search for a particular group, emtexfirst letters of the groupameand click [Search]
button. Matching group names will bstid inthegroup list box.

You can add or delete check and reply attributes for the groupgHiedinGr oup Det ai | s 0

If you would like to provide restricted access to unauthenticated, asket$-ailureReply attributes
to theuser or group profes. TekRADIUS will reply withan AccessAcceptmessageontainingthe
FailureReply attributes ifthat user or group profile has FailuReply attributesdefined when
authentication fails. Ifthe user or group profiledoes not have anyFailureReply attrbutes,
TekRADIUS will reply with an AccessReject messag€This feature is not available for PEAP
authentication VPN authenticatioror when the authentication failureis caused byan invalid
authentication method)Use this feature with extreme carelf the Default user group has
Failure-Reply attributes, all failed authentication attempts will be repliedwith AccessAccept
messages _containinghe Failure-Reply attributes. When a user_is_authorized with Failure
Reply, TekRADIUS will not check the SimultaneousUse, ExpireDate, Login-Time,
TekRADIUS-Statusor Quota paramenters.

ﬁ TekRADIUS Manager (Admin Mode) - |EI|5|
Elle  Service Help
Users  Groups |Clients I Settings | Application Log | Active Sessions | Dictionary Editorl Reparting I
—Browse Groups ———— —Group Default {Enabled)
5% ||| Check and Reply ems for the oroup Defauit”
Group Mame | Atribute | Type | Walue
3aa Framed-|F-Address Success-Reply Select-by-lUser
Default Framed-|P-Address Failure-Rep Selectby-MAS
MACs
Public_1hour
Group : | Atribute Failure-RepI'_j Imeed-IP-.'—"a:Idress j ISeIectb;.--N j
[ %3 Add | | = Modry || X Delete | [ /) Add/Update | | X Delte |
|Ath'ibute 'Framed-IP-Address' for the group 'Default’ has been added... | TekRADIUS Service is Stopped ,.; ik

Figure - 7. Groups tab
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If you wish to senda Failure-Reply attributes in an AccessReject message, adthe Failure-
Reply-Type attribute as a check attribute totheuserorgroup pr ofi |l e wi th valu

Check items will be listed in daned, successeply items will be listed irdark blue and success
reply items will be listed in turquois# you try to adda previously defined attribute, TekRADIUS
updateghe previousy definedattributewith the new onelf you need to add a reply attribute more
than ore in a user profile, you can entée values separated with; (semicolon) Multiple value
entry is supported only for string type attributééou can enter hexadecal strings withthe Ox
prefix (for example, gu can enter 0x54656B524144495553tf@string 6TekRADIUS).

You can add Informational type attributes to user or group proffles.can add your own vendor

to the TekRADIUS dictionary to stre user or grqu specific datasuch asaddress and phone
numbers.Informational type attributes are not used while authenticating or authorizing users
Informational type attributeagredisplayed in dark green color.

User attributes overrid@roup attributes!

Users

In order to add a user,entbteu s er name t o t h(Rottoinlel)selectideusergroup b o X
and click [AddUpdatd. Fo |l | ow t he i nst r section abovér other operatiens.i Gr o
TheUserPassword attribute is stored encryptethsi U s eandéiGroups éables.

You can define @&idefauld user profile to be used when a matching user proéitenot be found for
an incoming RADIUS authentication request. If Windows Authentication P{@s&P)or Active
Directory Proxy(ADP) is enabled TekRADIUS will try WAP and then ADPand finally the
existenceof fidefauld user profile will be checked. Simultaneeuse, UseiCredit, CreditUnit,
FirstLogon, CrediPeriod, CrediPerPeriod attributeshave no functionin the "default” user
profile. TheusernaméDefault" is reserved for the default user profile.

RI=EY
File  Service Help
| Groups I Clients I Settings I Application Log I Artive Sessions I Dictionary EA:I'rtorI Reporting I
—Browse Users ————————— [ Userkaplan
I I'i" j ﬂl Check and Reply ltems for the user kaplan':
Usemame | Group | Attribute | Type | Value
2165551607 EEE) User-Passwond Check test
Administrator sss User-Credit Check 18
kaplan 585
Wirsless1 Defautt
User : Ikaplan Isss j Attribute ICheck j IUser-Pass‘A‘on:I jlburmaﬁ% j
[ ] [ ] [
User kaplan' selected... | TekRADIUS Service is Stopped (2 FH

Figure - 8. Users tab

Attributes defined in user profiles have precedence twese defined irgroup profiles. If you
define the same attribute ira user anda group profile,the attribute inthe user profile will be
preferred.You can have only one instance of an attribute in check or reply attributes.
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101
File  Service Help
Users I Groups I Clients I Settings I Application Log I Active Sessions D |
— Vendors — Atributes for vendor ietf”
ID__ | Vendor Name | Enabled | Attribute 1D | Attribute Name | Attibute Type | Enabled | |
1 ietf fes 1 User-hame string ‘Yes —
5 acc fes 2 |ser-Password string Yes
9 cisco fas 3 CHAP-Password string Yes
15 xylogics es 4 MAS-|P-Address ipaddr ‘Yes
=1 tekradius fes 5 MNAS-Port integer Yes
&1 merit fas 5 Service-Type integer Yes
64 gandaff es 7 Framed-Protocol integer ‘Yes
166 shiva fes 8 Framed-|P-Address ipaddr Yes ﬂ
307 livingston Yee q Eramad 1D hatmasl: immrdr Vee
f;; ?ég:t-. ::2 7 Framed-Protocal Iinteger ﬂ IYes ﬂ
525 ascend Yes
1584 bay Yon | Add/Update | | Delete ]
1751 lucent es —
2352 redback Yes Velues
8618  quintum es Value ID | Walue | &
14122 WISPr Yes 1 PR
2 SLIP e
3 ARAF
4 Gandaf-SL/ML
[ | fves =[] ]5 Hylogics-PX/SLIF =l
| Add/Update || Delete ||| ] | Add/Update | | Delete ]

Discard | Adi\rael Save |

0 active session(s)

| TekRADIUS Service is Running 2.2

Figure - 9. Dictionary Editor

Dictionary Editor

You can edit RADIUS dictionary entries usittgeii Di ¢ t i o n aRARIUSddttionany endries
(Vendors, Attributes and Valueahd client definitions arstored in TekRADIUS.mdbwhich can

be found in the application directoryhe Dictionary consists of Vendors, Attributes and Values
tables.If a valid entry for a vendor couldoh be foundbecausea vendor or an attributeas been
deleted or disabled/SAs from that vendor are ignored whanthenticating the user. Alsceply
attributesconfigured for a vendor are not sdnttheNAS if there is naentryfor that vendoiin the

TekRADIUS.mdb/Vendors table.

The Attribute name is automatically added in Cisco and Quintum VSA refiieseptthe Cisco
AV-Pair attribute) For example, th&uintumh323-preferredlang reply attribute will be senas

Quintumh323-preferredlang = H323preerredlang=TR

Attributesin received RADIUS packetthat are not in the dictionary are ignore@nly the first
attribute is processed if there are duplicate attributes in request pasketptfor Cisco and
Quintum AVPs(Cisco & Quintum VSA 1) You can consider disabling unnecessary vendors for

better performance.

Reporting

TekRADIUS provides a simple interface for browsing RADIUS Accounting recstared inthe
Accounting table. You camgeneratereports for a selected usesr all users in a groyp for a
specified interval of dates. Select User or Group, daheeffirstletters of the user name or group

name and clickheii Sel ect 06 butt on.
users inthe TekRADIUS database will be ligle i f
and enter nothing, clickinthefi Sel ect o
database.

E 2007-2012 Yasin KAPLAN - http://www.tekradius.com/
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ﬁ TekRADIUS Manager (Admin Mode) - |EI|1|

File  Serwice Help

Uzers I Groupsl Elientsl Settingsl Application Logl Active Sessionsl Dictionary Editar ~ Reporting | Monitolsl DHEF'I

IAcct-S ession-ld j I

> Femaziza= < [Fzamizizz0= || |4

— Query P ‘ — Repart

juser x| | List | Start | User [ MAS | MAS-Part | Framed-.. | Caling... ~
09.10.20081... Kaplan  21258.. AB123  21258.. 02Z1677..

er2 2 o310200817 Kaplan 21283 AB123 21258 021677

extest 09.10.20081... Kaplan  21258.. AB123  21258.. 02Z1677..

grouptest 09.10.20081... Kaplan  21258.. AB123  21258.. 021677..

ol 0910.20081... Kaplan 21258 AB123 21253, 021677,

kim123 191220081, Kaplan  212.58... 212.58....

KTMRzalm 191220081.. Kaplan  21250... 21258...

metalk. 11.0420091... Kaplan  212.58... 212.58....

mustata 02.05.20091... Kaplan  21258... 21258...

MpLIsEr 02.05.20091.. Kaplan — 21258.. 2258,

netadmin 15.06.20091... Kaplan 21258,

osko 24.08.20090.. Kaplan  21258...

patel 05.11.20091... Kaplan  21258...

raok 05.11.20091... Kaplan  21258...

routed @ . w1 et au 281220091, Kaplan — 212.58..

simlest 281220091, Kaplan 21253

sintel 281220091... Kaplan  10.211

suid 2812.20091... Kaplan 21258...

testi@reaim 15.03.20111... Kaplan  21258..

test] =l |[|18022001 1. Kaplan  21258...

18.03.2011 1., Kaplan 21258.... —
27.05.20111... Kaplan 21258

11.0?.2011 1... Kaolan 21258.... _lﬂ
| *

Fiept. Type: I Time

Total 23 zession(s] found, 58 seconds.

Enter skart IP address for IP Pool

| TekRADIUS Service is Running ',; L

Figure - 10. Reporting tab

You can optionally select dates &haccounting events take pladeyou do not specify dates, all

session entries will be listed for the selected useZ{g)k thel Re por t 0O

lthe dcdounting t o

entries.You can printhequery resuli or savethemas a CSV file.

DHCP Server

You can use TekRADIU&built-in DHCP server to assign your wired or é@&ss devies on your
network.Commercial edions of TekRADIUS provide uniquefeature assignmenof IP addresses
to wired/wireless clients authenticated using EAP authentication.
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ﬁ TekRADIUS Manager (Admin Mode} = |EI|5|

File  Service Help

Users I Groupsl Clientsl Settingsl Application Logl Active Sessionsl Diictionary Editorl Heportingl Manitars DHCP

— DHCP Monitor
IP Pools :
| Pool Mame | Start |P Address | # of IP Addresses |
fault
Deneme 1592168.2100 5
Test 19216882220 &

— IP Pool Properties

Name : |Default | stat: [1921682200 | count: [ 5

[ Jadd/Update | [ XDetete |

Active Reservations : Active Leases :

192168.233  waio

IP &ddress | Usemame | MaC Address | IP &ddress | Usger Name | MaALC Address | E=piry |
192168.2.201 90:00:4E:D03:0254  27.01.2012 15:06:27
192.168.2.202 98:0308:021F28  27.01.2012 15:08:56

90:00:4E:D3D254  27.01.201215:2417

3 active DHCP leaseis)

| TekRADIUS Service is Running ',L; i

Figure - 11. DHCPtab



TekRADIUS Version 4.4 - Installation & Configuration Guide

You must define at least one DHCP pool narfiedfauld. TekRADIUS will assign IP addresses
from this pool if an indivdual DHCP profile is not found for the incoming DHCP requ¥ést can
define individual profiles fousers based on their MAC addressésu canassign IP address from

a DHCP IP Pool by adding DHGIP-Pool option or specify a specific IP address by adding
FramedIP-Addressas a SuccesReplyattributeto DHCP profile.

@ TekRADIUS Manager {(Admin Mode) _ 1Ol x|

File  Service Help

Users |Gr0ups| Clientsl Settingsl Applization Logl Active Sessionsl Dictionary Editoll Heportingl Monitorsl DHCF'l

— Browsge Users — Usger 457 06:6F: 7F:00 [Enabled)
I IA" j ﬂl Check and Reply Items for the user "A4:67:06:6F-7F:00":
Uzemame | Group | Attribute | Type | Walue

Ad:E7.06:6F:7F:00 D efault

User: [4.4:67.06:6F: 7F:00 |Defat ||| attibute : [DHCP-Suce ] [DHCP-DomainName-Server x| [212581333 =]

[ #3 add | [ Modiy | | X Delete | | ) Add/Update | | X Delete |

attribute 'DHCP-Domain-Mame-Server' for the user 'A4:67:06:6F: 7F:00' (DHCP-Success-Reply) has been deleted. | TekRADILS Service is Running % .:

Figure - 12. DHCP profile based on MAC Address

If you have a commercial edition of TekRADIWY8Su can add DHCP options to the user profile.

ﬁ TekRADIUS Manager {Admin Mode) o ] 4
File  Serwice Help
|Gl0ups| Elientsl Settingsl Application Logl Active Sessionsl Dictionary Editorl Heportingl Monitorsl DHCF'I
rowsze Lsers — User dhcpuser [Enabled)
I IA" j ﬂl Check and Reply Items for the user ‘'dhcpuser':
Usernarne | Group | Attribute | Type | Walue
dhcpuzer Drefault Uzer-Pazaword Check i
TLS-Server-Certificate Check F.aplan2b6
Framed-|P-&ddress Success..  192.168.233
Framed-|P-Metmask Success-..  285.256.255.0
User: |dhcpuser IDefauIt j Attribute : | Check j IUser-F‘assword j Ixxxx
[ 3 add | | o/ Modiy | | X Delete | | =) Add/Update | | X Detete |
Attribute 'User-Password' for the user 'dhecpuser’ has been updated. | TekRADILS Service is Running 'E

Figure - 13. Userprofile with DHCP options
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Following RADIUSattributesare translated to DHCP options if they exist in user profiles;

RADIUS Attribute DHCP Option

FramedIP-Address DHCP-IP-Address

FramedIP-Netmak DHCP-Subné-Mask

FramedRoute DHCP-ClasslessStaticRoute

SessioATimeout DHCP-IP-AddressLeaseTime

DHCP-ClasslessStaticRoute value must be entered fiollowing format;
<Network >/ <Network Bits = ><Space><Router IP Address>
Sample;
192.168.0.0/24 192. 168.0.1

If a DHCP IP pool is ran out of IP addresses aradl Mlerting is enabled, TekRADIUS will seral
notification with an email. You can monitor active DHCRBsignments through DHCP tab.

You can disable a DHCP profile by adding TekRADIS&tus = Disabled (Chechjtribute.

Starting TekRADIUS

Click theA Seewvi anenu and sel ect AStart oand saving then T e
necessary configurationf service starts successfullyou will seethei Te Kk RADI US Ser v
Runni ngo theb®ttom (e measage section of TekRADIUS Manager. Optiongdiy

can start/stop TekRADIUS using the buttortheleft of the [Save Settings] buttonf TekRADIUS

service is already runningh&n you make any changef{s}he configuration, TekRADIUS will ask

you if you wish to restathe TekRADIUS serviceto makethechanges active.

If the TekRADIUS service cannot staplease examinthe Application Log tabin addition tothe
TekRADIUS log file under<Application Directory>\Logs ensuring thayou haveenabled logging
in ASettings/ Sabrvice Parameterso

Monitoring

You canview the Application Log entries added by TekRADIUStimeiA Appl i cati on Lo
you choose fiEnalhe kst wilbe autorRatchlly eeBesh@dtherwise you can
manually refrestby clicking the [Refresh Button]. You can deketall log entriedy clicking the

[Clear Log] buttonYou need to have Administrative privileges to read frand write tg theevent

log in Microsoft Vista.
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-ioix

File  Service Help

Users I Groups I Clients I Settings  Application Log |ﬁc‘li\re Sessions I Dictionary Ed'rtorl

Date | Time | Type | Message

Irformation  Service started successfully.

Irformation  TekRADIUS Service iz listening on : 192.168.146.1
Ermor Could not connect to SQL Server.

Information  TekRADIUS Service 2.2.0.0 {Revision 0} is being started.
Information  Service stopped successfully.

Irformation  TekRADIUS Service 2.2.0.0 {Revision 0} is being stopped.

Enable Auto Refresh : [~ | Clearlog | [[Refreshloa]]
|Applicah’on log | TekRADIUS Service is Running 2.3

Figure - 14. Application Log tab

You can also monitothe active sessions frorthe [Active Sessions] tabthis list is not refreshed
automatically. You can refresh the lisy clicking the [refresh] button. There are soradditional
hidden columnsghat can be revealed lephecking thdi S h o w Dpmidna ékRADIUS cleas all
entries in the Sesms table when it is restarted.

TekRADIUS Manager (Admin Mode) ;IQIEI

File  Service Help

Lsers I Groups | Clients | Seftings I Application Log  Active Sessions | Dictionany Ed'rtorl Reporting |

Start Date | Start Time | Elapsed... | Session D | User Name| NAS .. | Framed ... | Calling Sta... | Called Stati.... |
15.06.2005 774613 2487 00082F82  Kaplan 212.... 121090212...

Show Details - [~ Filter (Usemame) : I | Kill | | ¥ Clear | | [+ Refresh

1 active session(s) | Service is notinstalled 2 2

Figure - 15. Active Sessions tab
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In order to see active sesssryour RADIUS client must send RADIUS accounting Start/Stop
packets to TekRADIUSMost RADIUS clients support Stepnly mode; if you configured your
aceess server to send only RADIUS Accounti@tpp packets, you cannot gbeactive sessions.

Clear, Kill and Disconnedunctions are added the Active Sessions tab in version 3.Zhe Clear
function only clears entry in the Sessions tadld inserts @ artificial stop record fothe selected
session it does not disconnedhe user sessiomor decrementhe simultaneous session counter
(You need to rstart TeKkRADIUS Server to reghae simultaneous session countei$)a user has
time based credlimit, clearingtheuser session will also upddtee user credit. If you definadata
volume based credit ax session is a VolP calusethe Kill or Disconnect functionsThe Kill
function executes user defined function in the client ent@licking Disconnect sends RADIUS
DisconnectMessage(or Packet of Disconnect, PoD) the remote access serv&iou need to
configure your access server to accept PoD messages from TekRADIUS.

TekRADIUS Log File

You can log Session details and errityist haveoccurredto the TekRADIUS log file. The Log files
arelocated undethe <Application Directory*Logs directory You can specifythe logging detalil
level fromthe Settings/Service Parameters tdbe TekRADIUS log file is rotated dailyYou can
also operalog file from the file menu of TekRADIUS Manager.
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TekRADIUS Specific Attributes (RADIUS Check Items)

TekRADIUS provides a series of special attributesir names and functiorsse described below.
These attributes can be added to user or group gsafilly as check attributes.

TekRADIUS-Status

TekRADIUS will reject authentication requests tlie TekRADIUS Status attributeis set to

A Di s aibh bserdogroup profiles. If this attribute does not exist in the user or group jprofile
TekRADIUS will assume thathe user or group is enabled.User will receive a failureeply if the

user profile has FailurBeply attributes whetheuser profileis disabled

Simultaneous-Use

In order to usethe SimultaneoudJse attribute you mustenable Accounting o TekRADIUS,
otherwise if you do not fulfill these requirements, users witte SimultaneoudJse attribute set
will receive an AccessReject. Most RADIUS clients support StePnly mode; if youhave
configured your access server to send only RADIUS Acoogi8top packets, this feature will not
function.

In order to sef simultaneous session limit for a user, add SimultaneoudJse attribute as a
Check attribute intheu s e r 6 s If pou add ithis ettribute to a group profilgpu can limit

number oftotal sessions for a groupekRADIUSfirst checks ifaGr oupdés | i mit has
and then checkheUs er 6 s | i mi t .
Expire-Date

You can specify an Expi¥Pate in user or group profiles. Whehe specified date expires,
TekRADIUS does not allow logs for thatuser or group members. You can ertkerExpire-Date
as a check item in user or group profiles. teesystem locale format to entan Expire-Date.

User-Credit

You can specifya time quota fora user (Only in user profiles!in minutes.You can addUser
Creditas a check it em In ondertohusghel)seeGredlisattriputeoyduimuss .
enable Accounting ofiekRADIUS, otherwise users witthe UserQuota attribute set will receive
anAccessReject.

TekRADIUS updatethevalue inthe UserCreditattribute when an Accountirg§top or Checkpoint
is received for the user session. TekRADIUS uskes Acct-SessioATime attribute inthe
AccountingStop or Checkpoint messages to updheeUserCreditvalue. If TekRADIUS cannot
find the Acct-SessionATime attribute or the AccountingStop or Checkpoint messagethe
[Accounting Stop Time] [Accounting Start Time] valuavill be used in place of AceBession
Time.

Credit-Unit
You can seledheunit of accounting data usirige CreditUnit attribute If you add this attribute to
auser or group profil e TekRADIUS wlitundertaksaccountingibased o i .

on A Se tf yomskttheCreditUnit attribute value to Bytes, Kbytes or Mbytascounting will

E 2007-2012 Yasin KAPLAN - http://www.tekradius.com/ 23



Version 4.4 - Installation & Configuration Guide

be undertakerbasel on data usag@\cctinput-Octets) not the AcctSessionATime. If this attribute
does noted ineithertheu ser or group prof il ethedéfé&leunioThisl s o w
attribute also specifies the unit of the valisedin the UserCredi attribute.

Authentication-Method

You canuse the user Authenticationmethod as a RADIUS check item with TekRADIUSor
example, fia user is just granted login using PARenthat user cannot login using CHAP protocol.
In order to authenticate usersttvPEAP or EAP-TLS, you must addhe TLS-ServerCertificate
attribute totheuser or tahegroup profile.

You cannotuse Windows Authentication Proxy feature with CHAPEAP-MD5 authentication
methods as TekRADIUSannotretrieve Windows user's cleagxt password usinthe Windows
Authentication Proxy feature.Windows Authentication with MS-CHAP-vl, MS-CHAP-v2
EAP-MS-CHAP v2 and PEAPVOEAP-MS-CHAP-v2 are supported onlyin _the commercial
edition.

TekRADIUS support® AP, CHAP, MSCHAP-v1, MS-CHAP-v2, EAP-MD5, EAP-MS-CHAP v2
and PEAPVEEAP-MS-CHAP-v2 (As implemented in Windows XP SPDjgest (draft-sterman
aaasip-00.txt)authentication methods.

TLS-Server-Certificate (TLS-Certificate prior to version 4.0)

If TekRADIUS receive a PEAPor EAP-TLS authentication request, it looks fdhe TLS-Server
Certificate attribute irthe user profile and them the group profile. The TLS-ServerCertificate
holdstheserver certificate name configured for PE&WEAPR-TLS sessios. If TekRADIUS cannot
find the TLS-ServerCertificate intheuser or group profile for a PEAS* EAR-TLS authentication
requesttheaccess request will be rejected.

Server Certificates must be installedith their private keysn the Windows Certificate Store.
Please sethe sectiortitled fiCreating and Installing a Self Signed Certificate for PEXP-TLS
Authenticatiom  this manualfor installing certificatesTekRADIUS distinguishescertificates
usingthe CN property othe Subject field of the certificates.

TLS-Client-Certificate

If TekRADIUS receives an EAFPLS authentication request, it looks the TLS-Client-Certificate
attribute inthe user profile and thein the group profile.The TLS-ServerCertificate holdsthe

client certificate name configured for EARS sessioa If TekRADIUS cannot findthe TLS-

Client-Certificate inthe user or group profile for an EAPLS authentication requedhe access
request will be rejected.

Client Certificates must be installed the Windows Certificate Store. Please g¢be sectiortitled
fiCreating and Installing a Self Signed Certificate for PEAMP-TLS Authenticatio® i n t hi
manual for installing certificates. TekRADIUS distinguasltertificatesusingthe CN property of

the Subject field of the certificates.

Windows-Domain

If you addthe AuthenticatioaMethod (Check)attribute to a user or group profile and set Windows
asthe AuthenticatioaMethod there are two options to specify which Windows Donfaotdsthe
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user account. You can specify Windol@smain globally inthe Configuration/ Server Settings tab
or you can ada specific WindowsDomain attribute t@user or group profile.

If you setthe Windows Domain parameter the Settings / Server Settings tahde nt er thadi. 0 a
parameter valughelocal domain will be used by Teld®IUS. Enterthe domain name or domain
server | P a\drdeosusb | wei tbhaocckkt sl as h.

WindowsDomain is a string type attribute and egias a check attribute only in user or group
profiles.

Active-Directory

If you addthe AuthenticatioaMethod(Check)at t ri but e to a userdéds or g
as AuthenticatiorMethod there are two options to specify which Active Directory hdlususer

account. You can specify Active Directory globally in Configuration / Server Settings tab or you
canadda specific ActiveDirectory attribute taa user or group profile. Entéhe domain name or
Active Director W | dPo wmldlde elsasc kwi ¢ lhaouht . #

Active-Directory is a string type attribute and can exist just as a check attribute only in user or
group profiles.

Active-Directory-Group

If you implement Active Directory authentication, you can also valitteeel s er 6 s acti ve
group membership by addinige Active-Directory-Group attribute as a check attributethe user
or group profile.

Active-Directory-Group is a string type attribute and can exist as a check attribute only in user or
group profiles.

Time-Limit

If you addthe Time-Limit (Check)attribute to a user or group profile, TekRADIUS will check if
specifiedduration(Minutes)hasnot elapsed since the first logaspecified usinghe FirstLogon
attribute. If the FirstLogon attributeis not found, TekRADIUS assumes thae current login
attemptis thefirst login attemptandthen addsheFirstL o gi n at t r i bprdfile astao t h
check attribute witlthe current date and time as its valdeld TimeLimit = 43200 (Check) for one

month period to user or group profile.

Time-Limit is an integer type attribute and can exist as a check attribute in user or group profiles.

If you setthe allowed total session time usitioe SessioATimeout attribute anthe remaining time
for the allowed time span for the user is less than SeS@mweout value, TekRADIUS will se¢he
SessioATimeout value tdaheremaining time for the alload period.

First-Logon

This attribute is automatically added to user profilethafirst login attempt by TekRADIUS ithe
user or group profile haa Time-Limit attribute. You can manually update this attribute using
TekRADIUS Manager or trcli.exe.
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First-Logon is a string type attribute and can exist as a check attribute only in user profiles.
Login-Time

You can limitthe allowed login days and hours faruser by adding Logiiime as a check
attribute tothe user or group profile. When you add tlattribute toa user or group profilethe
default action will beo rejectthe access requestthe authentication request is not receiweithin
the definedime period The syntax of LogiTime attributes:

[Su|Mo|Tu|We|Th|Fr|Sa |WK[Hd|AI ] <Begin Hour> - <End Hour>

Where

Wk : WeekdaygMonday to Friday
Hd : WeekendSaturday and Sundpy
Al . All days of the week $unday to Saturday

Hours must be irR4-hour format(e.g., 22:55). You can define more than one tirperiod by
concatenating periodsvith comma s  Hveryotimeslot is processed individually; Tull:00
12:00,Tul2:0614:00 is not interpreted as Tu:11:08:00. Longer timeproviding timeslots are
preferred over shorteime providingtime-slots when you define intersecting tirstots. If you
define Tul2:0014:00,Al13:0017:00, TekRADIUS will prefer Al13:047:00 on Tuesdays at
13:30.

Examples:

1. Wk09:00-18:00, Hd12:00-16:00 will allow logins from 09:00 to 18:0@uring weekdays
and from 12:00 to 16:00 at weekends.

2. M010:00-23:50,We10:0023:50,Hd11:00-17:00 will allow logins from 10:00 to 23:50 on
Monday and Wednesdagnd from 11:00 to 17:00 at weekends.

3. Al09:00-18:00, Fr10:00-17:00 will allow logins from 09:00 to 18:00 for all days except
Friday. Logins are allowed from 10:00 to 17:00 on Friday

Login-Time is an integer type attribute and can exgisly as a check attribute in user or group
profiles.
Upper and lower time can spaorossdays. Al22:00:01:30is valid, for instance.

If you setthe allowed total session time usitloe SessioATimeout attribute antheremaining time
for the allowed time span for the user is less than Se3saout value, TekRADIUS will sg¢he
Sessionlimeout value taheremaining time for the allowed period.

Generate-MS-MPPE-Keys

TekRADIUS automatically gesrates Encryption Keys for authenticated L2TP and PPTP sessions
whentheincoming RADIUS Accesfequest hathe TunnelType (64) attribute witlihe valueset

to PPTP or L2TP. You can alter this behavior by addneGenerateMS-MPPEKeys attribute to

auser or group profileas a check attributef this attribute exists in user or group profiles and its

val ue ©PBGeneratw TEKRADIUS will not generate encryption keys. If this attribute exists
inauser or group pr of VPN&ereaated, iefvEekRARIUSUdees aot t t
receivethe TunnelType attribute iran AccessRequest, TekRADIUS will generate encryption keys

if user is authenticated vMicrosoft authentication methods
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TekRADIUS also automatically generates WPA encryption kegissends them ia final Access
Accept packet after a successful PEAP authentication seksiam wireless connectiorSome
access points do not repadtte port type as wirelessso in some cases you need to force
TekRADIUS to generate encryption keysy&fu needo dothis, addthe GererateMS-MPEE-Keys
attribute as check attribute tauser or group profile with its value set to Wi&enerate.

FirstLogon isaninteger type attribute and can exasily as a check attribute in user profiles.

Next-Group

You can use this attribute to chain group profiles. If you would like to authenticate a session
according ta specificNAS-IP-Addressfrom a pool ofNAS devices, each with a differeNAS-1P-
Address, you can create different group profiles for each -NPA&ddress value and chaife
groups using the NextGroup parameterThe Next-Group attribute can be usemhly in group
profiles as a check attribute. Please note that attributes in user profiles overrides group aswibutes
do not use attributethat are usedin chained groups in user profile§ekRADIUS will try to
authenticat@nincoming accessequestvith the userattributes and primary group attributes firgt

it fails, TekRADIUS will try to authenticate again withe userattributes andhe next group s
attributes.

Next-Groupis a string type attribute and can exiasty as a check attribute groupprofiles

Failure-Reply-Type

You canaddthe FailureReply-Type attribute as a check attribute to user or group profiles. This
attribute alers the behavior of TekRADIUS when Failufeeply attributes exists iauser or group
profile. You can set its value to Accept or Reject. When you set its value to Accept,-Raihlye
attributes are sent in an Acce&scept if you set its value to RejecFailureReply attributes are
sent in an AccesReject message. If this attribute does not exisa urser or group profile and
FailureReply attributes are configured, TekRADIUS will send FaHReply attributes in an
AccessAccept message.

FailureReply-Type is @ integer type attribute and can exist only as a check attribute in user
profiles.

Tunnel-Tag

You canaddthe TunnelTag attribute as a check attribute to user or group profiles. You can use this
attribute to sethe tag valus of Tunnel dributes TunnelType, TunnelMediumType, Tunnel
Client-Endpoint, TunneBerverEndpoint, TunnePassword, TunndPrivateGroupID, Tunnet
AssignmerdiD, TunnelPreference, Tunnéllient-Auth-ID and TunnelServerAuth-ID) to be sent

in RADIUS replies. Ifthis attribute does not exist @user or group profileTekRADIUS assumes

tag valueof 1. This attribute can have a value betwedrbOnclusive.

TunnelTag is an integer type attribute and can exist only as a check attribute in user or group
profiles.
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Credit-Period

You canaddthe CreditPeriod attribute as a check attribute to user or group profiles. You can use
this attribute to sed period which specifies a tinturationfor user credit. For instance, users can
have daily, weekly or monthlgredits by adding this attribute to user or group profiles. You must
use this attribute in conjunction withe CreditPerPeriod and Use€redit attributes.

CreditPeriod is an integer type attribute and can exist only as a check attribute in usearpor gro
profiles.

Credit-Per-Period

You canaddthe CreditPerPeriod attribute as a check attribute to user or group profiles. You can
use this attribute to set a crefiihit for a period which is specified by Cred®eriod attribute. Ia

user or group mfile does not have CreeReriod attributethed e f aul t peri od wi | |
must use this attribute in conjunction withe UserCredit attribute. If this attribute is added @o

user or group profilethe FirstLogon attribute will be automatidgladded to the user profile after
usero6s first S u ¢ ¢ e wils detuHe User@rgdit rattribut€ eadtuR o Dhie WeBue
defined inthe CreditPerPeriod attribute after every Credieriod expiry Sample user profile

User has 2 hours credit peay;

User - Credit = 7200 (Check)

Credit - Unit = Seconds (Check)

Credit - Period = Daily (Check)

Credit - Per - Period = 7200 (Check)

CreditPerPeriod is an integer type attribute and can exist only as a check attribute in user or group
profiles.

External-Executable

You canaddthe ExternalExecutableattribute as a check attribute to user or group profiesder

to checktheresult of an external executabkenterthefull path of the executable as the valuehad
ExternatExecutableattribute A returnc o d@® fi s aaswaess ardeturn codes other than
filo areassumed failure. Herearetypical valid example thatcan be used in user or group profiles;

External - Executable = C: \ Testbat % ietfll % %etf|l2 %
External - Executable = "C: \ Program File s\ My App\ test.exe" - log %ietf|1% %ietf|2%
External - Executable = "C:\ Progra~1 \ multiotp \ multiotp.exe" %ietf|1% %ietf|2 %

You can specify constant and variable parameters for the executable <BgDWJS attribute®o

if you would like to use received RADIUSttributes in AccesRequest messagedserName
(Standard RADIUS attribute #Bnd UseiPasswordStandard RADIUS attribute #2fe used in
the examplsabove. Examin¢he RADIUS dictionary for the other attributel$.execution fails for
any reason, wvill be assumed as a failure and authentication will be failed.

ExternalExecutable is atringtype attribute and can exist only as a check attribute in user or group
proflesUs e doubl e thepahtcanmins(sgace@haradtefs.
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Troubleshooting

TekRADIUS provides many messages when problems occur. You can see error messhges on
TekRADIUS Manager Status bar or the log file of the TekRADIUS service. You can enable
logging in the Settings Tab/Service Parameters section. There are tiwads tf logging None,

Errors and Sessions. If you select Error§ekRADIUS logs just error messages. If you select
Sessionsbhoth Sessior{Authentication and Accountingnd Error messages will be logged. You

have to restarthe TekRADIUS Service if you ltangethe logging level settinglLog files are

located undethe <Application DirectoryXLogs directoryUs e | ogging only whe
has a negative impact on performance.

You can also see startup errors and warningherApplication Log of Wirdows Event Viewer.
TekRADIUS related Application Log entries can be viewedthe Application Log tab of
TekRADIUS Manager. Theventdlistedin the Application Log talarenot refreshed automatically
unlessy ou cl i ck AENnabl e Au tthe lisReahually bytrtlckingh¥foRie fcraens hr
Logo brlbetfitCdre.ar Logo button cl ear s litagogleansall me s s
Application Log entries in Windows Event Viewer

TekRADIUS also utilizes Windows Performance. You can add rmoditor TekRADIUS counters
using Windows Performance Monit(iPerfmon.exe)

[ Performance
@ File  Action Wiew Fawvorites  Window Help |_|E|i|
EEEE
9;%“;3';t§;°;m N IEEE E R EEEE - EE
@ Performance Logs and Alerts TekRADILS
10
l
EE]
7
2
ﬁ &
A
-]
£
= 4
o
=
3
z
1
0]
Last 0 Average | 0 Minimum | 0 Maximum i
Dur ation 1:40
Counter Instance | Parent Camputer
1,000 Mumber of Active Sessions TekRA.,. 1USER

Figure - 16. TekRADIUS counters on Windows Performance Monitor
TekRADIUS provides numerous counters

e Number of Active Sessions
¢ RADIUS accounting requests received
¢ RADIUS auhentication requests received
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These counters can also be monitored through TekRADIUS Manager.

30

RADIUS accounting errors

RADIUS authentication errors

RADIUS unauthorized accounting requests received
RADIUS unauthorized authentication requests received
RADIUS successful authentication requests received
RADIUS failed autlentication requests received
RADIUS accounting requests receive rate

RADIUS authentication requests receive rate
RADIUS accounting errors rate

RADIUS authentication errors rate

RADIUS accountinggtart requests received

RADIUS accountingstop requests recad

RADIUS accountingstart requests processed
RADIUS accountingstop requests processed
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RaDIUJS authentication erors
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Figure - 17. TekRADIUS Manager Monitors Tab
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TekRADIUS Service Messages (TekRADIUS log file)

TekRADIUS Service is being started.

This message notifies thite TekRADIUS service is being started.

Settings could not be loaded. Please reconfigure.

The settingsfile ( TekRADIUS i ni 0 i n the apmxanhot beafoundomis di r e
corrupted. Exaine the file for corruption or reconfigure TekRADIUS.

Create missing tables on SQL Server, exiting.

TekRADIUS needs at leashe Users and Groups tablés be created inthe TekRADIUS
database. If TekRADIUS cannot find ookthese tablest terminatestartup.

Accounting or Sessions table missing, disabling Accounting...

TekRADIUS Accounting implementation needs btk Accounting and Sessions tablesbe
created irthe TekRADIUS database. If TekRADIUS cannot find arfeahese tablest disables
Accounting.

No client defined, check 'Clients’ table in TekRADIUS.mdb.

Tek RADI USG6s RADIUS pr ot o cthatclient ifPppdddrassesidniet i o n
correspondingsecret keysarelisted inthe i C 1 i0 ¢abld isthe TekRADIUS.mdb file in the
application directory. This is an automatically generated file by TekRADIUS Manager when
you definethe RADIUS clients. TekRADIUS cannot authenticata incoming request without

theCl i ent 6s secret keys; i f this filtemm@nnot
startup.

TekRADIUS Service is being stopped.

This message notifies thite TekRADIUS service is being stopped.

No vendor defined, check 'Vendors' table

TekRADIUST e ad s v efrom thefi VIeDh@lsabte snthe TekRADIUS.mdbfile in the
application directorylf a valid entry for a vendor could not be foundtlre fiVendor® table

VSAs from that vendor arégnored when authenticating the user. Alseply attributes
configured for a vendor are not $¢a the NAS ifthe vendor entry in th iVendor® tableis

missing Similarly, unknown vendor attributes in RADIUS Accounting messages are simply
ignored. If you configure a VSA for particular user and yemove the vendor ID from
AVenador $sek RADI US Manager doe omatically deteteisfpinay t |
theuser 6s profile when the user is selected.

No Attributes defined, check 'Attributes' table in TekRADIUS.mdb.
No value defined, check 'Values' table in TekRADIUS.mdb.

TekRADIUS cannot beun without readinghed Di ¢ t dtables in thg TekRADIUS.mdb file
in the application directory at startup.
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Could not connect to SQL Server.

This is a general error message indicating tth@SQL server cannot be reached. If this happens
at startup, TekRADIUS continugbe startup ppocess bu't you need to
wrong pleaseseethe SQL Server Configuration section of this manual. Users generally forget
to enable TCP/IP transport thfe SQL server or Mixed Mode Authentication.

Unable to initialize TekRADIUS Authentication thread.

Check if there is another applicationing the same UDP porias the TekRADIUS
Authentication threa@@efault is 1812)

Unable to initialize TekRADIUS Accounting thread.

Check if there is another applicationngsthe same UDP pods theTekRADIUS Accounting
thread(Default is 183B).

Invalid Accounting data insert configuration, using default

You can configure which attributes in incoming RADIUS Accounting messages are inserted
into the Accounting table. If you try to manually change youcorfiguration in
ATekRADIUS.inb and make mi st akes,rconhfglkaloh idisthel gnor
default query string:

INSERT INTO Accounting (SessionID, StatusType, UserName, NASIPAddr)
TekRADIUS Service is listening on: X.X.X.X
This message notifighatthe TekRADIUS servicéhassuccessfully started.

Stopping active sessions.

If Accounting is enabled and Active user sessiarefound, TekRADIUS automatically inserts
artificial RADIUS Accounting stop record®r the active user sessions. You castidguish
thesestop recordsas theyhave AcctSessionTime=NULL.

All active sessions stopped.

After successfully inserting all artificial stop records for active user sessions, TekRADIUS
provides this notification.

Authorization successfull for user x

If you configure TekRADIUS to run in Authorization only mode, TekRADIUS notifies every
successful user Authorization with this message.

Authorization failed for user x
If you configure TekRADIUS to run in "Authorization Only" mqdeere must be at leashe

successeply attribute configured for the users to be authorized. Otherwise users will get
AccessReject.
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Authentication failed for user x. Simultaneous limit has been set but
accounting is not enabled...

In order to useéhe SimultaneoudJse attrilute, you must enable Accounting on TekRADIUS
otherwiseusers withthe SimultaneougJse attribute set will receive AcceBgject.

Authentication failed for user x

Either the user password or one of check items configureth@userprofleor usep 6s g
profile is not matched with the received attributes in the RADIUS AeResglest message.
Check alsato ensure thayou have configural a valid RADIUS secret key for the RADIUS
Authentication clien{Network Access Server, NAS for instance)

No such us er:x

TekRADIUS cannot find a valid user profile fiireincoming RADIUS AuthenticatiofRequest
packet.

Unsupported Cipher Suite, TLS Session has been aborted, sending Handshake
Failure.

TekRADIUS TLS implementatin supports just TLS RSA WITH _ARC4 128D5 and
TLS_RSA_WITH_ARC4_128 SHAIA Handshake Failure Alert will be alsent

TLS Session has failed. Sending TLS Alert.

You get this message when TekRADIUS cannot véhiéclient TLS Finished message.

PEAP Authentication failed. A valid certificat e could not be found for
user X

A valid certificate cannot be found while authenticating the user using PEAP. Verifthéhat
user has a TLEertificate attribute inthe user or group profile anthatthe certificate is stored
in theWindows Certificate fre.

Authentication failed for user 'x'. Unsupported EAP authentication
method.

A RADIUS client requested an authentication method that is not configured for the user. Check
if value of AuthenticatiorMethod attribute configured for the user matcheshwibhe
authentication method requested.

Invalid Auth. packet received from : x.x.X.X

Either youreceivedan incoming RADIUS Authentication message from a RABItlientthat
isnot | i st eodablé the specified sea df RADIUS packet is not tolaed with the
actual size oa duplicate packdtas been restved.

Debug Message : (Radius Authentication)

You can get Debug messages when socket and SQL connection errors occtlrehakessary
actions according to the message.
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Acct. packet with in valid secret received from : X.X.X.X

Either you are receiving a RADIUS Accounting packet from a RA®tlentthat isnot listed
inthefi C | iotaleordheRADIUS secret key configured for the x.x.x.x is invalid.

Debug Message : (Radius Accounting)

You can get Debug messages when socket and SQL connection errors occtire hegessary
actions according to the message.
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TekRADIUS Command Line Interface - TRCLI.exe

TekRADIUS comes with a command line utilityhat can be usedavith batch user proceisg and
web based applications. You can add, delete or modify usehe ihekRADIUS database. This
utility, TRCLI.exe can be foundin the TekRADIUS application directory. TRCLI looks for
TekRADIUS.ini when executed. TeKRADIUS.ini stores database cooneictiormation and can
be found undetthe TekRADIUS application directory. If you plan to run TRCLI in another
directory, addhe TekRADIUS installation directory tthe Environment variable %PATH%.

When you add a new usgheu s er 6 s grtioed@ f wiull It Oberser group.
user6s group using Attribute fHAietf | 00.

Here is output of TRCLI when executed without any pararaeter

C:\ Program Files \ TekRADIUS>trcli
TekRADIUS CLI - (c) 2010 Yasin KAPLAN, All rights reserved.

Add User :
TRCLI - u user password group
Add Group
TRCLI - g group
Delete User/Group :
TRCLI - [d|dg] [user/group]
Add Attribute :
TRCLI - [a]ag] [user/group] "attribute” value [check|sreply|freply|inf]
Delete Attribute
TRCLI - [m|mg] [user/group] "attribute" [check|sreply|freply|inf]
Retrieve Attributes :
TRCLI - [r|rg] [user/group]
Service Operations :
TRCLI - s [start|stop|query]
Client Operations :
TRCLI - c [add|delete|list] "Client IP Address" secret
Help :
TRCLI -h

Service & Client Operations require administrative privileges.
Samples

Add a user. You needo supply a username and password;

C:\ Program Files \ TekRADIUS>trcli - U test test123

User 'test' has been added. Configure attributes for th e user.
Deletea user.

C:\ Program Files \ TekRADIUS>trcli - d test

User 'test' deleted...

Add an attribute to an existing profile user(You canadd attributes toonly existing uses). Please
note that TekRADIUS uses a special notation for storing atésbin user profiles. IETF Service
Type (7) attribute with value ARAP (3) is added as shown helow
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C:\ Program Files \ TekRADIUS>trcli - a kaplan "ietf|7" 3 check

Attribute 'ietf|7' for the user 'kaplan' has been added...

Forthe Microsoft MSPrimaryDNS-Sevw er attri but e, e xch mpadkaplann ot at i
imsoft]|] 280 1920 16 8P I e.athemnotatidm doc &ther vendors and attributestlie
TekRADIUS Dictionary Editor.

Delete an attribute from a user profile
C:\ Program Files \ TekRADIUS>trcli - m kaplan "ietf|7" check

Attribute 'ietf|7' for the user 'kaplan' has been deleted...

Retrieve attributes configured for a user.

C:\ Program Files \ TekRADIUS>trcli - r kaplan
ietf|0,sss,Check

ietf|1,kaplan,Check

ietf|2,deneme,Check

ietf|6,2,Check
ietf|8,255 .255.255.254,  SReply

All attributes, including check and reply onasge listed in Attribute, Value, Attribute_Type format.

Change passwordof a user profile: You needto remove and then adtie check attribute ietf|2
with anew password value.

C:\ Progra m Files \ TekRADIUS>trcli - m kaplan "ietf|2" check
Attribute 'ietf|2' for the user 'kaplan' has been deleted...
C:\ Program Files \ TekRADIUS>trcli - a kaplan "ietf|2" 5678 check

Attribute 'ietf|2' for the user 'kaplan' has been added...

Change groupof a user profile: You needo remove and then adtie check attribute ietf|0 with
new group id.

C:\ Program Files \ TekRADIUS>trcli - m kaplan "ietf| 0" check

Attribute "ietf]| 0' for the user 'kaplan' has been deleted...

C:\ Program Files \ TekRADIUS>trcli -a kapla n "ietf| 0" newgroup check
Attribute "ietf]| 0' for the user 'kaplan' has been added...

Disable a user without deletingYou need to adtheattribute tekradius|O to the user profile wath
value of AO0O0;

C:\ Program Files \ TekRADIUS>trcli -akaplan" tekradiu s| 0" 0 check

Attribute ' tekradius | O' for the user 'kaplan' has been added...

You needo remove or sethevalue ofiit e k r a d i atdripute toi 1 80 enabkthe user.
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Add a RADIUS client ( NAG8unneedaspeeifythe |IPPaddreastiodAS e nt r
device andhesecret key.

C:\ Program Files \ TekRADIUS>trcli -c add 102.168.10.10 radius_secret

Client 192.168.10.1 added... Restart TekRADIUS service

It is necessaryo restart TekRADIUS in order to receive RADIUS packets from the RADIUS
client. TheRADI US cl i ent 6 s v e ndasrenablgdfyedefault. Yauean charme 6 i ¢
thevendor type and status through TekRADIUS Manager.

Deletea RADI US <client ( NAS )YouAeedoesgesify jisthelR adéressant r y
NAS device

C:\ Program Files \ TekRADIUS>trcli -Cc delete 102.168.10.10

Client 192.168.10.1 deleted ... Restart TekRADIUS service

List all RADIUS client entries;

C:\ Program Files \ TekRADIUS>trcli -c list

127.0.0.1,test,ietf, Enabled
192.168.19.1,deneme,ietf,Disabled
192.168.10.1,test,ietf,Enabled

List active sessions

C:\ Program Files \ TekRADIUS>trcli -1

TimeStamp, Duration, SessionID, UserName, GroupName, NasIPAddr, Nasldentifier,
NasPort, NasPortType, NasPortID, ServiceType, FramedIPAddr, CallingStationID,
CalledSt ationID

28.12.2009 18:10:04, 1, 00092F82001, Kaplan, Default, 10.2.1.1,, ,,,,,,
1210902125076969

1 active session found.

User passwords arencrypted in Authenticatioand Group tables in versis2.3 and 2.4 The

encryption of passwords inthe Authentication and Group tables is optional in version 2.5. If
you upgrade from versiors 2.3 or 2.4, start TekRADIUS Manager with default values. If you

upgrade from a version prior to version 2.3, manually edit TekRADIUS.ini, which can be

found under the application directory, set EncryptPasswords=0he under [Database] section
before starting TekRADIUS.

You can also retrievihe performance counter value withe -p parameter.
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Creating and Installing a Self Signed Certificate for PEAP/EAP-TLS
Authentication

A server side X.509 digital certificate is required for PHA&P-TLS authentication. This
certificate can be purchased from a tipatty Certificate Authoritysuch as VeriSign, or it can be
issued from an organization's internal Certificate AuthoHkywever,these options may be costly
for test environments

Creation of Self Signed Certificate

You can use TekCERT to generate self signed certificates for test environments. TekCERT is a
standalone executable progrdhat requires Microsoft .NET Fraework 2.0. You can download
TekCERT fromthe TekRADIUS Support siteWhen you run TekCERT you will sebe following

form to create a certificate:

Figure 18. - TekCERT certificate parameters

Clickthei Gener at e Certi f i c atfieale aftencdmpleting alt tbe necessagyt e t
fields. You need to enter at | east a valid AN

Figure 19. - Browse certificates

You canexportthe public key inthe.cer(DER encoded X.5099prmat after creating the certificate
for client deployment. Clickhei Br ows e Certi ficateso tab, selec
theRExporto button.

You can also create client certifi dchePugpsseinsi ng

the certificate parameters. You mnusxporta client certificate with its associated private key for
client deployment in .pfx format.
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