Creating and Installing a Self Signed Certificate for PEAP Authentication (Windows XP)

Creating and Installing a Self Signed Certificate for PEAP
Authentication

A server side X.509 digital certificate is required for PEAP authentication. This certificate can be
purchased from a third-party Certificate Authority such as VeriSign, or it can be issued from an
organization's internal Certificate Authority. But these options may be costly for test environments.

Creation of Self Signed Certificate

TekCERT

You can use TekCERT to generate self signed certificates for test environments. TekCERT is a
standalone executable program which requires Microsoft .NET Framework 2.0. You can download
TekCERT from TekRADIUS Support site.

When you run TekCERT you will see following form to create a certificate:

B TelcERI -Certcate Generator i

Cerificate Generation I Browse Certfficates I
— lzsued to — Options
Name ITes*t Key Length

1024 -
|30
|2652dz24/489c11F

Organization : ITes*t Org. Valid for [Day{s)] -
City : IIstanI:qu Seral & :
State : I

Country : I TR j

| TekCERT is ready

Figure 1. - TekCERT certificate parameters

Click “Generate Certificate” button to create the certificate after filling necessary fields. You need
to enter at least a valid “Name” for the certificate.

& TelectRT - certicate Generator I
Certfficate Generation ; Browse Cerfficates |
lzsuer | lssued to | Mot Before | Mot After | Keyv Legth |
Test Test 12052008 11.06.2008 1024
JSER JSER 03.01.2008 02.01.2009 1024
| Delete | | Expart |
Cerfficate created. About | Exit |

Figure 2. - Browse certificates
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You can export public key in .cer (DER encoded X.509) format after creating the certificate for
client deployment. Click “Browse Certificates” tab, select the generated certificate and click
“Export” button.

SelfSSL

There are a couple of tools can be used for generating a self signed certificate. You can use
OpenSSL or SelfSSL comes with Internet Information Services (11S) 6.0 Resource Kit. You can
download Internet Information Services (11S) 6.0 Resource Kit from:

http://www.microsoft.com/downloads/details.aspx?Familyl D=56fc92ee-a71a-4¢73-b628-
ade629c89499&displaylang=en.

After downloading resource kit, double click to installation file (iis60rkt.exe) and follow the
instructions.
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< Back | Mest = I Cancel

Figure 3. - Select Features dialog

You can select just SelfSSL 1.0 component as it is the only component required. Although is build
to generate test certificates for 11S, these certificates can be used by RADIUS servers as they are
standard X.509 type certificates.

On the RADIUS Server, open up a command prompt and go to the directory where you installed it
(C:\Program Files\lI1S Resources\SelfSSL is default). Type the following command to generate the
certificate:

selfssl /N:CN=Servername /K:1024 /V:365 /S:1 /P:443
/N : CN is the identifier for your certificate and can be the name of the server.
/K :is size of the RSA key in bits. Set to 1024.
IV :is the number of days before the certificate expires. Set to 365 for one year.
/S :is the site number in IIS.
/P :is the TCP port number. 443 is the standard SSL port.
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/S and /P parameters are not important as you do not have an I1S installed on the server. If you don't
have IS installed, executing the SelfSSL command will return an error message; "Error
opening metabase: 0x80040154". This error is occurred when an IIS site was not found so
just ignore it.

Creation of Root Certificate and Client Deployment

You do not need to deploy a root certificate on clients as long as you require server’s certificate
verified by the clients. But if you require client verification of server certificate, you need to export
root certificate and deploy it on the clients.

Click Start/Run and type “mmc” (Without quotes) and click OK. Select “Add/Remove Snap-in” on
File menu. Click “Add” button on “Add/Remove Snap-in” dialog. Select clicking on “Certificates”
entry on “Add Standalone Snap-in” dialog and click “Add” button.

Add standalone Snap-in i 21|
Available standalone snap-ins:
Snap-n | Vendor | -
iff; .NET Framework 1.1 Configuration  Microsoft Corparation
..4@ .NET Framework 2.0 Configuration  Microsoft Corparation
aﬁ.ﬂ.cti'-.'eb{ Contral Microsoft Corporation
4 UCertificates Microsoft Corparation -
@Compnnent Services Microsoft Corparation
lgCorm:-l.lter Management Microsoft Corporation
De=.-'|ce Manager Microsoft Corporation
@Disk Defragmenter Microsoft Corp, Execut...
%Disk Management Microsoft and VERITAS. ..
@Ev‘ent Viewer Microsoft Corporation .ﬂ
rDescription
The Certificates snap-n allows you to browse the contents of the
certificate stores for yourself, a service, or a computer,
Add Close |

Figure 4. — Add Standalone Snap-in dialog

Select “Computer account” on “Certificates snap-in” dialog and click “Next”. Select “Local
computer” on “Select Computer” dialog and click “Finish”. Close “Add Standalone Snap-in” dialog
clicking “Close Button”.

On “Console Root” tree expand Certificates/Personal/Certificates key. You must see the certificate
you’ve recently created. Right click on your certificate’s entry and select All Tasks/Export. Click
“Next” on Certificate Export Wizard” dialog. Select “No, do not export the private key” and click
“Next”. Select “DER encoded binary X.509 (.CER)” and click “Next”. Specify a file name for the
root certificate and click “Next”. Click “Finish” on the last dialog displayed.

Now you have the root certificate can be deployed on the clients.

© 2008 Yasin KAPLAN 3



Creating and Installing a Self Signed Certificate for PEAP Authentication (Windows XP)

"fi Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] =101 x|
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&= | B@E B BD B 2E
[:I Console Root Issued To | Issued By | Expiration Date | Intended Purposes | Friendly Name | Status | Certificate Tem... |
=P Certificates (Local Computer) Euser USER 02,01,2008 Server Authentication  <Nones
E-{E3 Personal

{23 Trusted Root Certification Authorities
&[0 Enterprise Trust
-2 Intermediate Certification Autharities
I:I---[:I Trusted Publishers
-[Z0 Untrusted Certificates
[-(Z3 Third-Party Root Certification Authorities
-[23 Trusted People
(23 Other Peaple
&-[E3 spc

|Persona| store contains 1 certificate.

Figure 5. - MMC Console
Client Deployment

Copy the file contains root certificate to client computer. Locate the certificate file on the client
computer; right click on it than select “Install Certificate”. Click “Next” on “Certificate Import
Wizard” dialog. Select “Place all certificates in the following store” than click “Browse”. Click
“Show physical stores” and then select “Trusted Root Certification Authorities/Local Computer”,
click OK to close “Select Certificate Store” dialog.

Select the certificate store you want to use.

-] Personal -
ED Trusted Root Certification Authorities
i {E] Registry

S Bl ocal Computer

{:I Enterprise Trust
F‘ﬁ Tntermediate Certificatinn Allﬂ'mriﬁPI:_lLI
4 3

W Show physical stores

OK I Cancel I

Figure 6. - Select Certificate Store dialog

Click “Next” after selecting certificate place on “Certificate Import Wizard” dialog and then click
“Finish” to complete manual deployment of server root certificate.

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location for
" Automatically select the certificate store based on the type of certificate
¥ Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities\Local Computer

< Back | Mext = | Cancel

Figure 7. - Certificate Import Wizard dialog
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Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Impart
wizard.

You have specified the following settings:

Certificate Store Selected by User  Trusted Root Certificy
Content Cerfificate
| | I

< Back I Finish I Cancel |

Figure 8. - Certificate Import Wizard dialog
Client PEAP Configuration

Although there are commercially and freely available PEAP supported 802.1X supplicant
alternatives for Windows, Windows XP and Vista has a built-in supplicant. In order to configure
PEAP (PEAPVO-EAP-MS-CHAP v2) Authentication for a Wireless Network Connection, open
Network Connections (Start/Settings/Network Connections), right click on particular wireless
connection and select properties.

General  Wireless Networks |Advanced i

¥ Use Windows to configurs my wirsless network ssttings

- Available netwarks:

To connect to, disconnect from, or find out more information
about wirgless networks in range, click the buttan below.

Wiew Wireless Metwons

r~ Prefemred networks:
Automatically connect to available networks in the onder listed
below:

1 IPAG (Manual) Miowe up |
fd oye dovn |

Add... Remove
Leam about setting up wireless network Advarced I
configuration, -

OK | Cancel |

Figure 9. - Wireless Networks Connection/Wireless Networks tab.

You will see detected wireless networks in “Preferred networks” window on “Wireless Networks”
tab. Select wireless network which requires PEAP authentication and then click properties.
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Association |Aulhentication I Connection I

Networl name (S51D): IIPi'-.-:J.

¥ Connect even if this network is not broadeasting:

 Wireless network key

Thig network requires a key for the following:

Network Authentication: I"-'-.I'P.i. ﬂ
Data encryption: ITKlP j
[N efwork ke I
Earnfirmnetwork Key: I

Kepindey [advanced]: |1 _Ij

¥ The keyis provided for me automatizally

[ Thiz is 2 computer-to-computer [ad hos] netwark; wisless
access poihts are ot uzed

0K I Cancel

Figure 10. - Association parameters.

Configure *“Association” parameters as shown in Figure 8. Jump to “Authentication” tab select
“Protected EAP (PEAP)” as “EAP Type” then click “Properties”.

Association Authentication |C.onnection|

Selent this aption o pravide authenticated nefwork: szcess far
wireless Ethermet networks

[¥ Enable |EEE BO2:1# authentication far this netwark

EAPtype: |Protected EAP (PEAP) =

™ Authenticate as computer when computer information is
available

™ Authenticate as guest when user or computer information is
unavailable

oK | Cancel

Figure 11. - EAP type selection.

Click “Validate server certificate”, and select installed server root certificate installed previously in
the “Trusted Root Certification Authorities™ list. Set other options as shown in Figure 10.
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When connecting:

—Iv Validate server certificate

[ Connect to these servers:

Trusted Root Certification Autharities:

O TURKTRUST Elektronik Sertifika Hizmet Sadlayiasi ;I

O TURKTRUST Elektronik Sertifika Hizmet Sadlayiasi

LUSER

O um - DATACorp SGC

[ umn-UsERFirst-Client Authentication and Email

O umn-USERFirst-Hardware =1

[ umn-UsERFirst-Network Applications -

q il

" Do not prompt user to authorize new servers or trusted
certification autharities.

Select Authentication Method:

ISecured password (EAP-MSCHAP v2)

[" Enable Fast Reconnect
[ Enable Quarantine checks
™ Disconnect if server does not present cryptobinding TLV

oK | Cancel |

Figure 12. - Protected EAP Properties dialog.

If you plan to authenticate user with a username/password pair other than the user uses to logon to
Windows, click “Configure” button on “Protected EAP Properties” dialog and uncheck
“Automatically use my Windows logon name and password” on “EAP MSCHAPV2 Properties”
dialog and click OK.

EAP MSCHAPv2 Properties x|

When connecting:

v Automatically use my Windows lagon name and
password {and domain i army).

Cancel |

Figure 13. - EAP MSCHAPV2 Properties dialog.
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